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QUESTION: 384
 
Which is a valid distinguished name for a LDAP database?
 

A. o=joe bloggs, c=company inc, cn=us 
B. cn=joe bloggs, o=company inc, c=us 
C. cn=joe bloggs, o-company inc, c=us 
D. c=joe bloggs, cn=company inc, o=us 

Answer: B 

Explanation: 
Option B provides a valid Distinguished name, it begins with the canonical name 
(Usually your name and last name), then the object (usually your company) and the 
container at the root (usually your country). The use of an Ou (Organizational unit) 
is optional, we don't need an OU in here. Remember that you always need to have 
the "cn" in one corner and the "c" in the other corner. 

QUESTION: 385 
Which CPMAD attack is defined as a SYN packet with the source IP address the 
same as the destination IP address? 

A. LandAttack 
B. SYN attack 
C. Spoofing 
D. Loopback attack 

Answer: A 

Explanation: 
This is the behavior of a Land Attack, this kind of attack sends packets with the
 
SYN flag on, with the same source and destination IP address. This can cause some
 
old, unpatched TCP/IP stacks to crash the operating system they are running on,
 
Land attack its considered a DoS type of attack. You can view the attack in action
 
downloading a Free Land attack hacking utility from internet and capturing the
 
packets generated by the tool in your LAN.
 

QUESTION: 386
 
What does VPN1/FW1 use to create and verify a digital signature?
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A. RSA 
B. CVP 
C. UFP 
D. IKE 

Answer: A 

Explanation: 
In Checkpoint NG implementation, RSA is used to create and verify digital
 
signatures in conjunction with HASH functions. In contrast to Diffie-Hellman, RSA
 
key pairs are used for signing and verifying certificates. Diffie-Hellman is used for
 
encrypting and decrypting messages. See Page 7.6 and 7.9 of CCSE NG Official
 
Courseware. (VPN1-FW1 Management II NG FP-1).
 

QUESTION: 387
 
Which is NOT true about tunnel mode encryption?
 

A. It supports all algorithms except FWZ-1. 
B. It encrypts IP and TCP headers. 
C. It does not increase the packet size. 
D. It can be used with VPN's that use reversed addresses. 

Answer: C 

Explanation: 
"Tunneling mode" encryption, works by encapsulating the entire packet, and
 
adding its own encryption protocol header to the encrypted packet. A drawback of
 
using tunneling mode encryption is that the packet size has been increased. This
 
increase in the packet size degrades network performance, however, the security of
 
the packet is increased. See Page 7.15 of CCSE NG Official Courseware. (VPN1
FW1 Management II NG FP-1).
 

QUESTION: 388
 
Where would you select the load balancing server type for a group of servers?
 

A. From the policy editor use Manage> Network objects> New> load balancing 
server. 
B. From the policy editor use Manage> Network objects> New> logical server. 
C. From the policy editor use Manage> Network objects> New> workstation. 
D. From the policy editor use Manage> Network objects> New> servers. 
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Answer: B 

Explanation: 
This is the correct way to create a new logical "load balancing server". You can
 
check this right in your policy editor. You use the manage menu, and in the
 
network objects part you reference a new "load balancing server". This load
 
balancing server will serve as a logical front end for other physical server providing
 
the same services. You can apply a load balancing algorithm to this logical servers.
 

QUESTION: 389
 
Which encryption algorithms are supported by FWZ? (Choose all that apply)
 

A. DES 
B. CAST 
C. FWZ-1 
D. 3DES 
E. RC2 

Answer: A, C 

Explanation: 
FWZ supports DES and FWZ-1 as encryption algorithms. Checkpoint NG supports
 
the following encryption algorithms with IKE and FWZ in combination DES,
 
3DES, AES, CAST and FWZ-1. See Page 7.10 of CCSE NG Official Courseware.
 
(VPN1-FW1 Management II NG FP-1).
 

QUESTION: 390
 
Which commands would you use to stop and start Firewall1?
 

A. fwstop and fwrun 
B. fwstop and fwstart 
C. fwdown and fwrun 
D. fwstop and fwinit 

Answer: B 

Explanation: 
Those are well-known commands for any Checkpoint NG administrator, you can 
issue the command "Fwstop" to stop the firewall services from the gateway or 
make some changes made to take effect when you make a restart. You can issue the 
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"fwstart" command, it starts the firewall services an upload the inspect engine to 
enforce the enterprise security policy. This is a must know for anyone trying work 
with Checkpoint Firewall technologies. 

QUESTION: 391
 
What is the function of a VPN1 accelerator card?
 

A. To increase the throughput of traffic being processed by the inspection engine. 
B. To offload encryption from software to hardware. 
C. To speed up the time taken for a Securemote user to log on. 
D. To increase the CPU cycle rate of the server to give an overall performance 
improvement. 

Answer: B 

Explanation: 
A "VPN1 accelerator" card is a special hardware NIC provided by checkpoint with 
special built-in encryption capabilities. The purpose of this card is to offload the 
encryption CPU intensive tasks from the processor of gateways that process many 
VPN connections at the same time. If you have more than 80 simultaneous VPN 
connections to your server, it recommendable to have one of this cards. This card is 
very useful when you have many SecuRemote / secure Clients acceding to your 
headquarters in parallel. With the card, the encryption is processed by the hardware 
and not with the software. 

QUESTION: 392
 
In which directory would you place a user defined alert application script?
 

A. $FWDIR/bin 
B. $FWDIR/alerts 
C. $FWDIR/user 
D. $FWDIR/conf 

Answer: A 

Explanation: 
As stated in the official CCSE Courseware "The user defined tracking scripts must 
be placed in the $FWDIR/BIN folder on the management station. With user defined 
tracking scripts you can allow the following custom log filter programs to log 
screen entries generated by a specific rule, alerts when a complex condition is met, 
a single rule to generate different types of alarms for different conditions. See Page 
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3.3 of CCSE NG Official Courseware. (VPN1-FW1 Management II NG FP-1). 

QUESTION: 393
 
Secure Client can use Reliable Datagram Protocol (RDP) status queries to check
 
that the gateway is still alive. Which parameters in userc.C control this action?
 
(Choose all that apply)
 

A. Keepalive 
B. Keep_alive_interval 
C. Active_resolver 
D. Resolver_session_timeout 
E. Resolver_ttl 

Answer: C, D, E 

Explanation: 
If "Active_resolver" is true, secure client will automatically initiate an RDP status 
query with a gateway to see if it is still alive. If false, secure Client will postpone 
sending the query until that information is actually needed - in which case the user 
may experience some delay. "Resolver_session_interval" is the interval, in second, 
between RDP status queries. "Resolver_ttl" is the number of second Secure Client 
will wait for a reply on an RDP status query before concluding that the gateway is 
unavailable. The action is controller by this 3 parameters. See Page 12.28 of CCSE 
NG Official Courseware. (VPN1-FW1 Management II NG FP-1). 

QUESTION: 394 
If you want to bind a Secure Client user id to an IP address then the following has 
to be added into which filename? Props userc_bind_user_to_IP (true) 

A. $FWDIR/conf/conf.C 
B. $FWDIR/conf/secureclient.c 
C. $FWDIR/conf/objects.cnf 
D. $FWDIR/conf/objects.C 

Answer: D 

Explanation: 
This configuration is made at the objects.C file, this file is located in the CONF 
directory at the $FWDIR variable. With this code, you can bind a Secure client ID 
to an IP address. Just to remember, with the binding of a user ID to an IP address, 
you can force re-authentication when a user connects from another machine, this is 
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because the binding will not match, this feature can increase security. Another 
benefit is that the user can connect from different workstations in a secure fashion 
because the binding functionality provides re-authentication as stated above. See 
"Secure Client Binding" in the Secure Client Documentation. 

QUESTION: 395 
What command string would you use to run the script "fwalert" if an alert occurs 5 
times in 2 minutes? 

A. alertf 2 5 fwalert 
B. alertf 120 5 fwalert 
C. alertf 5 120 fwalert 
D. alertf 5 2 fwalert 

Answer: B 

Explanation: 
Here is the syntax for the command "alertf (Number of seconds) (number of alerts)
 
(name of the program or script to run). In this question, our script is "fwalert", the
 
time is 120 seconds (2 minutes) for 5 times that the event occurs. You can check
 
this on Page 400 of Syngress Book "Check Point NG - Next Generation Security
 
Administration".
 

QUESTION: 396
 
How would you configure a rule to support SecuRemote?
 

A. Under the action column for the rule select "client encrypt". 
B. Under the action column for the rule select "SecuRemote". 
C. Under the service column for the rule select "SecuRemote". 
D. Under the service column for the rule select "client encrypt". 

Answer: A 

Explanation: 
This is the correct way, since SecuRemote provides encryption functionality 
through VPN capabilities, we have to specify the "client encrypt" option in our 
action field of the rule to support SecuRemote. Remember that SecuRemote 
encrypts or decrypts depending on the direction of the communication. See Page 
11.5 of CCSE NG Official Courseware. (VPN1-FW1 Management II NG FP-1). 

QUESTION: 397 
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A load balancing logical server does not really exist therefore you need to manually 
arrange for an ARP to be published by the firewall that can respond to an arp 
request for that logical server. True or false? 

A. True 
B. False 

Answer: B 

Explanation: 
The logical server exists, here is what the official CCSE NG courseware says, 
"Load balancing shares and distributes network load, this is done by creating a 
logical server on the firewall. The logical server has a unique IP address through 
which packets are routed fro load balancing. Using address resolution protocol 
(ARP) the FW1 load balancing ensures packets destined to the IP address of the 
logical server are passed to the appropriate physical server. See Page 4.2 of CCSE 
NG Official Courseware. (VPN1-FW1 Management II NG FP-1). 

QUESTION: 398 
Which of the following happens if the userc.C syntax is incorrect? (Choose all that 
apply) 

A. No error messages are displayed. 
B. An appropriate error message is displayed. 
C. The site to which the wrong parameter belongs is deleted. 
D. The desktop will be disabled. 

Answer: A, C 

Explanation: 
As stated in the official CCSE NG documentation, "Secure Client performs 
minimal syntax checking for the userc.c file. If a parameter is entered incorrectly, 
the site, to which it belong, is deleted. No error messages will be displayed. See 
Page 12.29 of CCSE NG Official Courseware. (VPN1-FW1 Management II NG 
FP-1). 
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