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QUESTION: 130 
Refer to the exhibit. 

Which two statements are true? (Choose two.) 
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A. Interface gigabit Ethernet 0/1 has been configured as Layer 3 ports. 
B. Interface gigabit Ethernet 0/1 does not appear in the show vlan output because switch 
port is enabled. 
C. Interface gigabit Ethernet 0/1 does not appear in the show vlan output because it is 
configured as a trunk interface. 
D. VLAN2 has been configured as the native VLAN for the 802.1q trunk on interface 
gigabit Ethernet 0/1. 
E. Traffic on VLAN 1 that is sent out gigabit Ethernet 0/1 will have an 802.1q header 
applied. 
F. Traffic on VLAN 2 that is sent out gigabit Ethernet 0/1 will have an 802.1q header 
applied. 

Answer: C, F 

QUESTION: 131
 
Which two statements about HSRP, VRRP, and GLBP are true? (Choose two.) 


A. GLBP allows for router load balancing of traffic from a network segment without the 
different host IP configurations needed to achieve the same results with HSRP. 
B. GLBP allows for router load balancing of traffic from a network segment by utilizing 
the creation of multiple standby groups. 
C. GLBP and VRRP allow for MD5 authentication, whereas HSRP does not. 
D. Unlike HSRP and VRRP, GLBP allows automatic selection and simultaneous use of 
multiple available gateways. 
E. HSRP allows for multiple upstream active links being simultaneously used, whereas 
GLBP does not. 

Answer: A, D 

QUESTION: 132
 
Refer to the exhibit and the partial configuration of switch SW_A and SW_B. 
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STP is configured on all switches in the network. SW_B receives this error message on the 
console port: 00:06:34: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered 
on FastEthernet0/5 (not half duplex), with SW_A FastEthernet0/4 (half duplex), with 
TBA05071417(Cat6K-B) 0/4 (half duplex). What is the possible outcome of the problem? 

A. The root port on switch SW_A will automatically transition to full-duplex mode.  
B. The root port on switch SW_B will fall back to full-duplex mode. 
C. The interfaces between switches SW_A and SW_B will transition to a blocking state. 
D. Interface Fa 0/6 on switch SW_B will transition to a forwarding state and create a 
bridging loop. 

Answer: D 

QUESTION: 133 
Refer to the exhibit. 
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Which statement is true? 

A. IP traffic matching access list ABC is forwarded through VLANs 5-10. 
B. IP traffic matching VLAN list 5-10 is forwarded, and all other traffic is dropped. 
C. All VLAN traffic matching VLAN list 5-10 is forwarded, and all traffic matching 
access list ABC is dropped. 
D. All VLAN traffic in VLANs 5-10 that match access list ABC is forwarded, and all 
other traffic is dropped. 

Answer: D 

QUESTION: 134
 
Which two statements about HSRP are true? (Choose two.) 


A. Load sharing with HSRP is achieved by creating multiple subinterfaces on the HSRP 
routers. 
B. Load sharing with HSRP is achieved by creating HSRP groups on the HSRP routers. 
C. Routers configured for HSRP must belong only to one group per HSRP interface.  
D. Routers configured for HSRP can belong to multiple groups and multiple VLANs. 
E. All routers configured for HSRP load balancing must be configured with the same 
priority. 

Answer: B, D 

QUESTION: 135
 
Which statement about 802.1x port-based authentication is true?
 

A. Hosts are required to have an 802.1x authentication client or utilize PPPoE. 
B. Before transmitting data, an 802.1x host must determine the authorization state of the 
switch. 
C. RADIUS is the only supported authentication server type. 
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D. If a host initiates the authentication process and does not receive a response, it assumes 
it is not authorized. 

Answer: C 

Explanation: 
The IEEE 802.1x standard defines a port-based access control and authentication protocol 
that restricts unauthorized workstations from connecting to a LAN through publicly 
accessible switch ports. The authentication server authenticates each workstation that is 
connected to a switch port before making available any services offered by the switch or 
the LAN. Until the workstation is authenticated, 802.1x access control allows only 
Extensible Authentication Protocol over LAN (EAPOL) traffic through the port to which 
the workstation is connected. After authentication succeeds, normal traffic can pass 
through the port. Authentication server: Performs the actual authentication of the client. 
The authentication server validates the identity of the client and notifies the switch 
whether or not the client is authorized to access the LAN and switch services. Because the 
switch acts as the proxy, the authentication service is transparent to the client. The 
RADIUS security system with Extensible Authentication Protocol (EAP) extensions is the 
only supported authentication server. 

QUESTION: 136 
Refer to the exhibit. 

Switch S1 has been configured with the command spanning-tree mode rapid-pvst. Switch 
S3 has been configured with the command spanning-tree mode mst. Switch S2 is running 
the IEEE 802.1D instance of Spanning Tree. What is the result? 
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A. IEEE 802.1w and IEEE 802.1s are compatible. IEEE 802.1d is incompatible. Switches 
S1 and S3 can pass traffic between themselves. Neither can pass traffic to switch S2. 
B. Switches S1, S2, and S3 can pass traffic between themselves. 
C. Switches S1, S2, and S3 can pass traffic between themselves. However, if the topology 
is changed, switch S2 does not receive notification of the change. 
D. IEEE 802.1d, IEEE 802.1w, and IEEE 802.1s are incompatible. All three switches 
must use the same standard or no traffic can pass between any of the switches. 

Answer: B 

QUESTION: 137 
Refer to the exhibit. 

What can be concluded about VLANs 200 and 202? 

A. VLAN 202 carries traffic from promiscuous ports to isolated, community, and other 
promiscuous ports in the same VLAN. VLAN 200 carries traffic between community ports 
and to promiscuous ports. 
B. VLAN 202 carries traffic from promiscuous ports to isolated, community, and other 
promiscuous ports in the same VLAN. VLAN 200 carries traffic from isolated ports to a 
promiscuous port. 
C. VLAN 200 carries traffic from promiscuous ports to isolated, community, and other 
promiscuous ports in the same VLAN. VLAN 202 carries traffic between community ports 
and to promiscuous ports. 
D. VLAN 200 carries traffic from promiscuous ports to isolated, community, and other 
promiscuous ports in the same VLAN. VLAN 202 carries traffic from isolated ports to a 
promiscuous port. 
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QUESTION: 138
 
Refer to the exhibit. 


Both routers are configured for the GLBP. Which statement is true? 

A. The default gateway addresses of both hosts should be set to the IP addresses of both 
routers. 
B. The default gateway address of each host should be set to the virtual IP address. 
C. The hosts learn the proper default gateway IP address from router A. 
D. The hosts have different default gateway IP addresses and different MAC addresses for 
each router. 

Answer: B 

Explanation: 
GLBP performs a similar, but not identical, function for the user as the HSRP and VRRP. 
Both HSRP and VRRP protocols allow multiple routers to participate in a virtual router 
group configured with a virtual IP address. One member is elected to be the active router 
to forward packets sent to the virtual IP address for the group. The other routers in the 
group are redundant until the active router fails. With standard HSRP and VRRP, these 
standby routers pass no traffic in normal operation - which is wasteful. Therefore the 
concept cam about for using multiple virtual router groups, which are configured for the 
same set of routers. But to share the load, the hosts must be configured for different default 
gateways, which results in an extra administrative burden of going around and configuring 
every host and creating 2 or more groups of hosts that each use a different default gateway. 
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GLBP is similar in that it provides load balancing over multiple routers (gateways) - but it 
can do this using only ONE virtual IP address!!! Underneath that one virtual IP address is 
multiple virtual MAC addresses, and this is how the load is balanced between the routers. 
Instead of the hassle of configuring all the hosts with a static Default Gateway, you can 
lket them use ARP's to find their own. Multiple gateways in a "GLBP redundancy group" 
respond to client Address Resolution Protocol (ARP) requests in a shared and ordered 
fashion, each with their own unique virtual MAC addresses. As such, workstation traffic is 
divided across all possible gateways. Each host is configured with the same virtual IP 
address, and all routers in the virtual router group participate in forwarding packets 
Reference: http://www.infocellar.com/networks/Routers/HSRP-GLBP-VRRP.htm 

QUESTION: 139 
A network is deployed using recommended practices of the enterprise campus network 
model, including users with desktop computers connected via IP phones. Given that all 
components are QoS-capable, where are the two optimal locations for trust boundaries to 
be configured by the network administrator? (Choose two.) 

A. host 
B. IP phone 
C. access layer switch 
D. distribution layer switch 
E. core layer switch 

Answer: B, C 

QUESTION: 140 
What is needed to verify that a newly implemented security solution is performing as 
expected? 

A. a detailed physical and logical topology 
B. a cost analysis of the implemented solution 
C. detailed logs from the AAA and SNMP servers 
D. results from audit testing of the implemented solution 

Answer: D 
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QUESTION: 141 
When configuring port security on a Cisco Catalyst switch port, what is the default action 
taken by the switch if a violation occurs? 

A. protect (drop packets with unknown source addresses)  
B. restrict (increment SecurityViolation counter) 
C. shut down (access or trunk port) 
D. transition (the access port to a trunking port) 

Answer: C 

QUESTION: 142 
hostname Switch1 interface Vlan10 
ip address 172.16.10.32 255.255.255.0 
no ip redirects 
standby 1 ip 172.16.10.110 standby 1 timers 1 5 standby 1 priority 130 
hostname Switch2 
interface Vlan10 

no ip redirects 
standby 1 ip 172.16.10.110 standby 1 timers 1 5 standby 1 priority 120 
Refer to the above. HSRP was implemented and configured on two switches while 
scheduled network maintenance was performed. 
After the two switches have finished rebooting, you notice via show commands that 
Switch2 is the HSRP active router. Which two items are the most likely cause of Switch1 
not becoming the active router? (Choose two.) 

A. Booting has been delayed. 
B. The standby group number does not match the VLAN number.  
C. IP addressing is incorrect. 
D. Preemption is disabled. 
E. Standby timers are incorrect.  
F. IP redirect is disabled. 

Answer: A, D 

QUESTION: 143 

ip address 172.16.10.33 255.255.255.0 آ 
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Private VLANs can be configured as which three port types? (Choose three.) 

A. isolated 
B. protected 
C. private 
D. associated 
E. promiscuous  
F. community 

Answer: A, E, F 

QUESTION: 144 
Refer to the exhibit. 

Which statement about the private VLAN configuration is true? 

A. Only VLAN 503 will be the community PVLAN, because multiple community 
PVLANs are not allowed. 
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B. Users of VLANs 501 and 503 will be able to communicate. 
C. VLAN 502 is a secondary VLAN. 
D. VLAN 502 will be a standalone VLAN, because it is not associated with any other 
VLANs. 

Answer: C 

QUESTION: 145 
When configuring a routed port on a Cisco multilayer switch, which configuration task is 
needed to enable that port to function as a routed port? 

A. Enable the switch to participate in routing updates from external devices with the 
router command in global configuration mode. 
B. Enter the no switchport command to disable Layer 2 functionality at the interface level. 
C. Each port participating in routing of Layer 3 packets must have an IP routing protocol 
assigned on a per- interface level. 
D. Routing is enabled by default on a multilayer switch, so the port can become a Layer 3 
routing interface by assigning the appropriate IP address and subnet information. 

Answer: B 

QUESTION: 146 
You have configured a Cisco Catalyst switch to perform Layer 3 routing via an SVI and 
you have assigned that interface to VLAN 20. To check the status of the SVI, you issue the 
show interfaces vlan 20 command at the CLI prompt. You see from the output display that 
the interface is in an up/up state. What must be true in an SVI configuration to bring the 
VLAN and line protocol up? 

A. The port must be physically connected to another Layer 3 device.  
B. At least one port in VLAN 20 must be active. 
C. The Layer 3 routing protocol must be operational and receiving routing updates from 
neighboring peer devices. 
D. Because this is a virtual interface, the operational status is always in an "up/up" state. 

Answer: B 
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QUESTION: 147
 
Refer to the exhibit, which is from a Cisco Catalyst 3560 Series Switch. 


Which statement about the Layer 3 routing functionality of the interface is true? 

A. The interface is configured correctly for Layer 3 routing capabilities. 
B. The interface needs an additional configuration entry to enable IP routing protocols. 
C. Since the interface is connected to a host device, the spanning-tree portfast command 
must be added to the interface. 
D. An SVI interface is needed to enable IP routing for network 192.20.135.0. 

Answer: A 
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