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Question: 371

A pharmacy gives its clients online access to their records and the ability to review bills and make payments. A new SSL vulnerability on a special platform was
discovered, allowing an attacker to capture the data between the end user and the web server providing these services. After investigating the platform
vulnerability, it was determined that the web services provided are being impacted by this new threat.
Which of the following data types are MOST likely at risk of exposure based on this new threat? (Choose two.)
A. Cardholder data
B. Intellectual property
C. Personal health information
D. Employee records
E. Corporate financial data

Answer: AC

Question: 372

The security configuration management policy states that all patches must undergo testing procedures before being moved into production. The security analyst
notices a single web application server has been downloading and applying patches during non-business hours without testing. There are no apparent adverse
reactions, server functionality does not seem to be affected, and no malware was found after a scan.
Which of the following actions should the analyst take?
A. Reschedule the automated patching to occur during business hours.
B. Monitor the web application service for abnormal bandwidth consumption.
C. Create an incident ticket for anomalous activity.
D. Monitor the web application for service interruptions caused from the patching.

Answer: C

Question: 373

A cybersecurity analyst is hired to review the security posture of a company. The cybersecurity analyst notices a very high network bandwidth consumption due
to SYN floods from a small number of IP addresses.
Which of the following would be the BEST action to take to support incident response?
A. Increase the company’s bandwidth.
B. Apply ingress filters at the routers.
C. Install a packet capturing tool.
D. Block all SYN packets.

Answer: B

Question: 374

During a routine network scan, a security administrator discovered an unidentified service running on a new embedded and unmanaged HVAC controller, which
is used to monitor the company’s datacenter:



The enterprise monitoring service requires SNMP and SNMPTRAP connectivity to operate. Which of the following should the security administrator implement
to harden the system?
A. Patch and restart the unknown service.
B. Segment and firewall the controller’s network.
C. Disable the unidentified service on the controller.
D. Implement SNMPv3 to secure communication.
E. Disable TCP/UDP ports 161 through 163.

Answer: A

Question: 375

A company has several internal-only, web-based applications on the internal network. Remote employees are allowed to connect to the internal corporate network
with a company-supplied VPN client. During a project to upgrade the internal application, contractors were hired to work on a database server and were given
copies of the VPN client so they could work remotely. A week later, a security analyst discovered an internal web-server had been compromised by malware that
originated from one of the contractor’s laptops. Which of the following changes should be made to BEST counter the threat presented in this scenario?
A. Create a restricted network segment for contractors, and set up a jump box for the contractors to use to access internal resources.
B. Deploy a web application firewall in the DMZ to stop Internet-based attacks on the web server.
C. Deploy an application layer firewall with network access control lists at the perimeter, and then create alerts for suspicious Layer 7 traffic.
D. Require the contractors to bring their laptops on site when accessing the internal network instead of using the VPN from a remote location.
E. Implement NAC to check for updated anti-malware signatures and location-based rules for PCs connecting to the internal network.

Answer: E

Question: 376

While preparing for a third-party audit, the vice president of risk management and the vice president of information technology have stipulated that the vendor
may not use offensive software during the audit. This is an example of:
A. organizational control.
B. service-level agreement.
C. rules of engagement.
D. risk appetite.

Answer: C

Question: 377

Which of the following is a feature of virtualization that can potentially create a single point of failure?
A. Server consolidation
B. Load balancing hypervisors
C. Faster server provisioning
D. Running multiple OS instances

Answer: A



Question: 378

An organization is attempting to harden its web servers and reduce the information that might be disclosed by potential attackers. A security analyst is reviewing
vulnerability scan results from a recent web server scan.
Portions of the scan results are shown below:

Which of the following lines indicates information disclosure about the host that needs to be remediated?
A. Response: DocumentsMarySmithmailingList.pdf
B. Finding#5144322
C. First Time Detected 10 Nov 2015 09:00 GMT-0600
D. Access Path: http://myOrg.com/mailingList.htm
E. Request: GET http://myOrg.com/mailingList.aspx?content=volunteer

Answer: A

Question: 379

During a review of security controls, an analyst was able to connect to an external, unsecured FTP server from a workstation. The analyst was troubleshooting
and reviewed the ACLs of the segment firewall the workstation is connected to:

Based on the ACLs above, which of the following explains why the analyst was able to connect to the FTP server?
A. FTP was explicitly allowed in Seq 8 of the ACL.
B. FTP was allowed in Seq 10 of the ACL
C. FTP was allowed as being included in Seq 3 and Seq 4 of the ACL.
D. FTP was allowed as being outbound from Seq 9 of the ACL.

Answer: A

Question: 380

A cybersecurity analyst has several log files to review. Instead of using grep and cat commands, the analyst decides to find a better approach to analyze the logs.
Given a list of tools, which of the following would provide a more efficient way for the analyst to conduct a timeline analysis, do keyword searches, and output a



report?
A. Kali
B. Splunk
C. Syslog
D. OSSIM

Answer: B

Question: 381

The director of software development is concerned with recent web application security incidents, including the successful breach of a back-end database server.
The director would like to work with the security team to implement a standardized way to design, build, and test web applications and the services that support
them. Which of the following meets the criteria?
A. OWASP
B. SANS
C. PHP
D. Ajax

Answer: A

Explanation:
Reference https://www.synopsys.com/software-integrity/resources/knowledge-database/owasp-top-10.html
Question: 382

Which of the following stakeholders would need to be aware of an e-discovery notice received by the security office about an ongoing case within the
manufacturing department?
A. Board of trustees
B. Human resources
C. Legal
D. Marketing

Answer: C

Question: 383

A cybersecurity analyst was asked to discover the hardware address of 30 networked assets. From a command line, which of the following tools would be used to
provide ARP scanning and reflects the MOST efficient method for accomplishing the task?
A. nmap
B. tracert
C. ping -a
D. nslookup

Answer: A

Explanation:
Reference https://serverfault.com/questions/10590/how-to-get-a-list-of-all-ip-addresses-and-ideally-device-names-on-a-lan
Question: 384

A security analyst is reviewing logs and discovers that a company-owned computer issued to an employee is generating many alerts and warnings. The analyst
continues to review the log events and discovers that a non-company-owned device from a different, unknown IP address is generating the same events. The



analyst informs the manager of these findings, and the manager explains that these activities are already known and part of an ongoing events. Given this
scenario, which of the following roles are the analyst, the employee, and the manager filling?
A. The analyst is red team.
The employee is blue team.
The manager is white team.
B. The analyst is white team.
The employee is red team.
The manager is blue team.
C. The analyst is red team.
The employee is white team.
The manager is blue team.
D. The analyst is blue team.
The employee is red team.
The manager is white team.

Answer: D

Explanation:
Reference https://danielmiessler.com/study/red-blue-purple-teams/
Question: 385

An organization is experiencing degradation of critical services and availability of critical external resources. Which of the following can be used to investigate
the issue?
A. Netflow analysis
B. Behavioral analysis
C. Vulnerability analysis
D. Risk analysis

Answer: A

Question: 386

A technician receives the following security alert from the firewall’s automated system:

After reviewing the alert, which of the following is the BEST analysis?
A. This alert is a false positive because DNS is a normal network function.



B. This alert indicates a user was attempting to bypass security measures using dynamic DNS.
C. This alert was generated by the SIEM because the user attempted too many invalid login attempts.
D. This alert indicates an endpoint may be infected and is potentially contacting a suspect host.

Answer: D

Question: 387

A security analyst wants to scan the network for active hosts. Which of the following host characteristics help to differentiate between a virtual and physical host?
A. Reserved MACs
B. Host IPs
C. DNS routing tables
D. Gateway settings

Answer: A

Question: 388

Malware is suspected on a server in the environment. The analyst is provided with the output of commands from servers in the environment and needs to review
all output files in order to determine which process running on one of the servers may be malware. Servers 1,2 and 4 are clickable. Select the Server which hosts
the malware, and select the process which hosts this malware.
Instructions:
If anytime you would like to bring back the initial state of the simulation, please select the Reset button. When you have completed the simulation, please select
the Done button to submit. Once the simulation is submitted, please select the Next button to continue.

A. "See the answer below"

Answer: A



Question: 389

An analyst is troubleshooting a PC that is experiencing high processor and memory consumption. Investigation reveals the following processes are running on the
system:
• lsass.exe
• csrss.exe
• wordpad.exe
• notepad.exe
Which of the following tools should the analyst utilize to determine the rogue process?
A. Ping 127.0.0.1.
B. Use grep to search
C. Use Netstat.
D. Use Nessus.

Answer: C

Question: 390

The Chief Executive Officer (CEO) instructed the new Chief Information Security Officer (ClSO)to provide a list of enhancement to the company’s cybersecurity
operation. As a result, the CISO has identified the need to align security operations with industry best practices Which of the following industry references is
appropriate to accomplish this"?
A. OSSIM
B. NIST
C. PCI
D. OWASP

Answer: B



Explanation:
Reference https://www.nist.gov/sites/default/files/documents/itl/Cybersecurity_Green-Paper_FinalVersion.pdf
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