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QUESTION: 108
This field in an X.509 digital certificate identifies that each certificate issued by a
particular Certificate Authority is unique:

A. Kerberos ticket ID
B. PA ID number

C. CA ID number

D. Sender ID

E. Serial number

Answer: E

QUESTION: 109
Which the most widely accepted format for digital certificates is:

A.BOOTP
B. X.599

C. Phage.963
D. Vapor.741
E. ASCX12

Answer: B

QUESTION: 110
An example of a major VPN tunneling protocol is:

A. Vapor.741
B. L2TP

C. MD5

D. TCP/IP

E. PKI

Answer: E

QUESTION: 111
A hospital is setting up a wireless network using “Wi-Ei” technology to enable nurses
to feed information through it onto the corporate server instead of using traditional
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paper forms. As a HIPAA security specialist, what would you do as the first step
towards, protecting the wireless communication?

A. Set up a message digest infrastructure to enable secure communication.

B. Configure intrusion detection software on the firewall system.

C. Protect the wireless network through installation of a firewall.

D. Enable use of WEP keys that are generated dynamically upon user authentication.
E. Configure TCP/IP, with a static IP address for all the clients having gateway
address of the server..

Answer: A

QUESTION: 112

Dr. Alice needs to send patient Bob a prescription electronically. Dr. Alice wants to
send the message such that Bob can be sure that the sender of the prescription was in
fact Dr. Alice. Dr. Alice decides to encrypt the message as well as include her digital
signature. What key will Bob use to be able to decrypt the session key used by Dr.
Alice?

A. Dr. Alice’s private key
B. Dr. Alice’s public key
C. Bob’s public key
D. Bob’s private key
E. Dr. Alice’s session key

Answer: D

QUESTION: 113

Statement 1. A firewall is one or more systems, that may be a combination of
hardware and software that serves as a security mechanism to prevent unauthorized
access between trusted and un-trusted networks. Statement 2: A firewall refers to a
gateway that restricts the flow of information between the external Internet and the
internal network. Statement 3: Firewall systems can protect against attacks that do not
pass through its’ network interlaces.

A. Statement 1 is TRUE, Statement 2 is TRUE and Statement 3 is TRUE

B. Statement 1 is TRUE, Statement 2 is TRUE and Statement 3 is FALSE
C. Statement 1 is TRUE, Statement 2 is FALSE and Statement 3 is TRUE
D. Statement 1 is FALSE, Statement 2 is TRUE and Statement 3 is TRUE
E. Statement | is FALSE, Statement 2 is FALSE and Statement 3 is TRUE
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Answer: B

QUESTION: 114
During your discussions with one of the clients, you need to explain the meaning of a
Virtual Private Network. Select the best definition:

A. A VPN enables a group of two or more computer systems or networks, such as
between a hospital and a clinic, to communicate securely over a public network, such
as the Internet.

B. A VPN is used within the organization only and a firewall is needed to
communicate with the external network.

C. A VPN requires a private dedicated communication between the two end points.

D. A VPN may exist between an individual machine and a private network but, never
between a machine on a private network and a remote network.

E. A VPN is a “real” private network as opposed to a “virtual” network.

Answer: A

QUESTION: 115
This is one of the areas defined in the 1ISO 17799 Security Standard.

A. Operational policy

B. Risk analysis

C. Computer and network management
D. Application management

E. Security procedures

Answer: C

QUESTION: 116

A hospital has contracted with Lorna’s firm for the processing of statement generation
and payment activities of its patients. At the end of the day, the hospital sends three
different files to Lorna, one having new charges, the second one having updated
addresses of the patients and third one having information related to payments
received. The hospital wants to implement a secured method of transmission of these
files to Lorna’s firm. What would be the best option for the hospital?

A. Implement a Virtual Private Network (VPN) between the hospital and Lorna’s firm
and support it with strong authentication.
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B. Audit Lorna’s firm every quarter and check all log files.

C. Deploy intrusion detection software on Lorna’s network.

D. Encrypt the files and then send it in a CD

E. Send the source data files in a CD via courier in the evening.

Answer: A

QUESTION: 117

CORRECT TEXT

Statement 1: The IEEE 802.1 Ib standards for wireless network define two types of
authentication methods, Open and Shared key. Statement 2: The range of “Wi-Fi”
products is within 30 feet of the router. Statement 3: A VPN can be setup over a
wireless network

A. Statement 1 is TRUE, Statement 2 is TRUE and Statement 3 is TRUE

B. Statement 1 is TRUE, Statement 2 is TRUE and Statement 3 is FALSE

C. Statement 1 is TRUE, Statement 2 is FALSE and Statement 3 is TRUE

D. Statement | is FALSE, Statement 2 is TRUE and Statement 3 is FALSE

E. Configure Statement 1 is TRUE, Statement 2 is FALSE and Statement 3 is FALSE

Answer: C

QUESTION: 118

The CTQ of a clearinghouse wants to implement a security mechanism that can alert
the systems administrator about any hacker attempting to break into the electronic PHI
processing server system. As a security advisor to the OTO, what mechanism would
you recommend? Select the best answer.

A. Deploying a VPN.

B. Deploy SSL for all connections to the server.

C. Installing an I1DS solution on the server.

D. Deploying a PRI solution.

E. Installing a firewall to allow pass through traffic only to the allowed network
address.

Answer: C
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