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Answer: B

QUESTION: 225

Recently, you have seen an increase in intrusion attempts and in network traffic. You decide to
use Snort to run a packet capture and analyze the traffic that is present. Looking at the example,
what type of traffic did Snort capture in this log file?

CE e caix
B EdL  Femat  Hep

[¥4] ICHP casc [+#] |
B 36-05 138129, 700735 10,0, 80.13F —> 40.0.10.343

ICMP TTL:32E TOS:Ow0 [D:9465 IpLen:20 Dgeden:sd

Type:S Code:d ID:2 Begrdd  ECEG

o000 00 02 B3 B0 OL 9400 O2- B3 25 50 02-08 00 45 00 .. .—.de.. %P . K.

Oe0DA0: 0O 3C 24 FL OD DO BO Ol EC BY1 OA OO0 Of 71 O DO <% ... ..... - -
D020 DA PS 35 DD 9 5C D2 OO0 23 00 &1 62 63 - &8d 55 66 ....]h:.".cboder
Ox0030: &7 6B 63 6L 6B 8C 60 6E 6F 70 71 72 T3 T4 75 76 ghljklmmcporaTins
PueDDad) TT &L B3 B3 &% &5 &5 &7 EB 5% wabodefghi
P o e O R 0 B o 0 B 0 o 0 o e o

[=*] ICHF Cesc [TF]

OB/ 2 =03 18: 30 695457 1B.0. 10,143 —> 10.0-16.213

ICHMP TIL:I12E TOS:OwD LD:P4E7 IpLlewn:20 Doelewn:s0

(TFpe:a  Code:D  [D:2 S=:35  ECBD

0WD00D | O 02 BX Z0 OL 4L 'D0 OZ° BY 25 50 09 DB DD 45 DO ...=.0...%P... X,

eDBi0) O 3T 24 FE OO DO ED OL EC 80 OA OO Ok 71 Ok OO0 ci§cssisianss [=
0020 GA DS 09 00 28 S° D2 00 23 00 61 62 &3 64 &5 &6 ... [%..#-shodsf
o003 &7 6B &2 51 S8 &C €0 SE &F 70 T4 72 73 74 T8 ¢ ghljklmmopqratuy
D401 77 61 62 63 BY 65 &6 67 BB 69 rabedetghl

T T T BT AT R T AT LT T TR T AT AT AT AT R T AT AT AT T T AT T T TS b T T T T T AR T R

.|

A. Linux Ping Reply

B. Windows 2000 Ping Reply

C. Windows NT 4.0 Ping Request
D. Linux Ping Request

E. Windows 2000 Ping Request

Answer: E

QUESTION: 226

Recently, you have seen an increase in intrusion attempts and in network traffic. You decide to
use Snort to run a packet capture and analyze the traffic that is present. Looking at the example,
what type of traffic did Snort capture in this log file?
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A. Trojan Horse Scan
B. Back Orifice Scan
C. NetBus Scan

D. Port Scan

E. Ping Sweep

Answer: B

QUESTION: 227
Recently, you have seen an increase in intrusion attempts and in network traffic. You decide to
use Snort to run a packet capture and analyze the traffic that is present. Looking at the example,
what type of traffic did Snort capture in this log file?

] - G )
Bl EdE Fomes  Heo
[0/ 2B-17126108.239410 0:D0i917E1FS 108 —> 015 1M33201 1149k TypeiDKO00 LeniOxdE =

100, 10233 =» 10.0.10.23E8 ICHP TIL:&d TO3:0m0 IDed IpLon:2d Dowlant3s DEF
Twpaid oaeil  Jpiglle He:o0 ICHT

¥l 98 IC-IF X7 13 02 0D DE D5 DL OB DC 0D OE-OF . Lcfaciaccasntiiin

1B 11 1% 1% 14 18 3£ 27T IB1D Ak 1B A€ 1B AR AP UL s edassdiiaas

20 3L 23 23 294 27 &% 2T 2B 2R 2A 20 20 30 IE IF VRS ]y T -

a0 3L 32 33 F3 35 3 AT 012349567

B e e Ll ol ol ol ot ok et Ll Ik o e o L e B B e B e e e e e e E T L L

IDF2E-17:20:07.23177T¢ D: D019 TEFS:DB -2 012 :DI1:23: 11 9R cyp=0:000 lentdx§z
100,410,253 <> 10.0.10.23E ICHP TTL:£4 T32:0x0 IB:0 I[pLlen:I0 Dowlex:E4 DF
Typ=:;8 Cod=:0 T0:211d ez 1 ECHD

F2 9B DC 3F 60 OL OZ D0 OB 02 Q4 OB DC DO OE OF
ik 1L 1 13 14 15 1% 27 1E 12 1A 1B 1€ 1D AE oF i
2@ 3L 22 23 .29 £3 4% 27 aF aF J& I8 2C 2P 2E 2r 1 “BEg® )T+, =
a0 1L 32 33 3% 25 3= AT 012348567

0 R L T R

94



A. Linux Ping Response

B. Linux Ping Request

C. Windows 2000 Ping Request
D. Windows 2000 Ping Response
E. Windows NT 4.0 Ping Request

Answer: B

QUESTION: 228
Recently, you have seen an increase in intrusion attempts and in network traffic. You decide to
use Snort to run a packet capture and analyze the traffic that is present. Looking at the example,
what type of traffic did Snort capture in this log file?
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A. Nmap SYN/FIN Scan
B. Nmap ACK Scan

C. Nmap NULL Scan

D. Nmap XMAS Scan
E. Nmap SYN Scan

Answer: C

QUESTION: 229

Recently, you have seen an increase in intrusion attempts and in network traffic. You decide to
use Snort to run a packet capture and analyze the traffic that is present. Looking at the example,
what type of traffic did Snort capture in this log file?
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A. Nmap SYN/FIN Scan
B. Nmap NULL Scan

C. Nmap ACK Scan

D. Nmap SYN Scan

E. Nmap XMAS Scan

Answer: D

QUESTION: 230
Recently, you have seen an increase in intrusion attempts and in network traffic. You decide to
use Snort to run a packet capture and analyze the traffic that is present. Looking at the example,
what type of traffic did Snort capture in this log file?
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A. Nmap XMAS Scan
B. Nmap NULL Scan

C. Nmap SYN Scan

D. Nmap ACK Scan

E. Nmap SYN/FIN Scan

Answer: A

QUESTION: 231
The image shows an example of what algorithm?

e=11

g=2
Mice: L L 2P med 118 L B med 11T
L L 2 ¥medri=g - & mod 1= 7
Privabe Value Pubbc Koy Ehared Secet Koy
Ha=23 Ya=8
[P ¥h=8 Cammen key=7

A.DES

B. Triple-DES
C. Blowfish
D. DH

E. IDEA

Answer: D

QUESTION: 232
What type of cryptographic system is represented in this image?
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C. Polybius

A. Caesar
B. Vingre

D. Purple E. Enigma

Answer: E

QUESTION: 233

What classic cipher is shown in this image?

A. Feistel Cipher

B. Caesar Cipher

C. Vingre Cipher

D. Polybius Cipher
E. Enigma Cipher

Answer: A
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