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Question: 21

In a CloudGuard deployment, what does the acronym IAM stand for?

A. Information and Adaptability Measures
B. IP Address Management
C. Identity and Access Management
D. Instant Access Management

Answer: C

Question: 22

Which security principles are indicative of the CloudGuard Secure Public Cloud Blueprint architecture?

A. Security with Advanced Threat Prevention; Network Division; Agility, Automation, Efficiency, and Elasticity; with
Cloud Borders
B. Security with Advanced Threat Prevention Network Unification Agility Automation, Efficiency, and Elasticity;
Borderless
C. Security with Advanced Threat Prevention: Network Segmentation: Agility, Automation Efficiency, and Elasticity;
Borderless
D. Security with Advanced Threat Protocol; Network Distribution; Agility, Automation, Efficiency, and Cloud
Rigidity Borderless

Answer: A

Question: 23

Why is an IAM role created when installing a cluster on AWS?

A. In order to perform cluster related changes
B. It is created for the installation process only, it gets deleted
C. IAM role is created for auditing purposes
D. IAM role is not created

Answer: C

Question: 24

What is Performance Efficiency?

A. The ability to use cloud resources efficiently for meeting system requirements, and maintaining that efficiency as



demand changes and technologies evolve
B. The ability to support development and run workloads effectively
C. In terms of the cloud, security is about architecting every workload to prevent
D. The ability of a Workload to function correctly and consistently in all expected

Answer: A

Explanation:

The Performance Efficiency pillar includes the ability to use computing resources efficiently to meet system
requirements, and to maintain that efficiency as

demand changes and technologies evolve. You can find prescriptive guidance on implementation in the Performance
Efficiency Pillar whitepaper.

Question: 25

Which language can be used by users of Cloud Security Posture Management to create custom Security Policies?

A. eXtensible Markup Language (XML)
B. Posture Management Language (PML)
C. Governance Specific Language (GSL)
D. JavaScript Object Notation (JSON)

Answer: C

Question: 26

What is vertical scaling?

A. Tunes the environment up and down according to the resource capacity needs
B. Tunes the environment by automatically adding or removing resource to the SDN
C. Tunes the environment by manually adding or removing resource to an SDDC
D. Scaling method that does not require a system shutdown to add or remove resources.

Answer: A

Question: 27

What is Reliability according to the Five Pillars?

A. The ability to use cloud resources efficiently for meeting system requirements, and maintaining that efficiency as
demand changes and technologies evolve
B. The ability of a Workload to function correctly and consistently in all expected.
C. The ability to support development and run workload effectively
D. In terms of the cloud, security is about architecting every workload to prevent.

Answer: B

Explanation:



The Reliability pillar encompasses the ability of a workload to perform its intended function correctly and consistently
when itâs expected to. This includes the ability to operate and test the workload through its total lifecycle. You can
find prescriptive guidance on implementation in the Reliability Pillar whitepaper.

Question: 28

Which solution delivers a software platform for public cloud security and compliance orchestration?

A. CloudGuard Network Public
B. CloudGuard Network Private
C. CloudGuard SaaS
D. Cloud Security Posture Management

Answer: D

Question: 29

Which autoscaling method requires the VM to temporarily shut down while it processes system modification?

A. Both Vertical and Horizontal Scaling
B. Vertical Scaling
C. Horizontal Scaling
D. Neither autoscaling method requires the VM to}

Answer: B

Question: 30

Logging Implied rules, enabling Hit Count and defining advanced VPN functions are all settings that are applied as

A. Inline Layer
B. Global Properties
C. Policy Settings
D. Gateway Properties

Answer: B

Question: 31

What can Data Center Objects represent?

A. vNets. VPCs or Network Security Groups
B. Compute. Regions or Availability Zones
C. Public I
D. Private IP NAT or IAM roles
E. Cloud Data Center. Tags, subnets, or hosts

Answer: C

Question: 32



Cloud Security Posture Management (CSPM) operates as which type of service based platform?

A. CaaS
B. SaaS
C. PaaS
D. laaS

Answer: D

Question: 33

What can a Security Admin do in a situation where collecting additional log file information to examine a CloudGuard
Controller issue is required?

A. Execute a debug on the SMS
B. Set the operation to TRACE to collect more data.
C. Verify connectivity between the SMS and the SDD
D. Search for the information in the objects database.

Answer: C




