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QUESTION: 295 
When setting up a wireless network with multiple access points, why is it important to 
set each access point on a different channel? 

A. Avoid over-saturation of wireless signals 
B. So that the access points will work on different requencies 
C. Avoid cross talk 
D. Multiple access points can be set up on the same channel without any issues 
Answer: C 

QUESTION: 296 
The objective of this act was to protect consumers personal financial information held 
by financial institutions and their service providers. 

A. HIPAA 
B. Sarbanes-Oxley 2002 
C. California SB 1386 
D. Gramm-Leach-Bliley Act 

Answer: D 

QUESTION: 297 
You are assigned to work in the computer forensics lab of a state police agency. While 
working on a high profile criminal case, you have followed every applicable procedure, 
however your boss is still concerned that the defense attorney might question wheather 
evidence has been changed while at the lab. What can you do to prove that the evidence 
is the same as it was when it first entered the lab? 

A. Sign a statement attesting that the evidence is the same as it was when it entered the 
lab 
B. There is no reason to worry about this possible claim because state labs are certified 
C. Make MD5 hashes of the evidence and compare it to the standard database 
developed by NIST 
D. Make MD5 hashes of the evidence and compare it with the original MD5 hash that 



was taken when the evidence first entered the lab 
 
 
Answer: D 
 
 
QUESTION: 298 
In handling computer-related incidents, which IT role should be responsible for 
recovery, containment, and prevention to constituents? 
 
 
A. Security Administrator 
B. Network Administrator 
C. Director of Information Technology 
D. Director of Administration 
 
 
Answer: B 
 
 
QUESTION: 299 
Your company uses Cisco routers exclusively throughout the network. After securing 
the routers to the best of your knowledge, an outside security firm is brought in to 
assess the network security. Although they found very few issues, they were able to 
enumerate the model, OS version, and capabilities for all your Cisco routers with very 
little effort. Which feature will you disable to eliminate the ability to enumerate this 
information on your Cisco routers? 
 
 
A. Simple Network Management Protocol 
B. Cisco Discovery Protocol 
C. Border Gateway Protocol 
D. Broadcast System Protocol 
 
 
Answer: B 
 
 
QUESTION: 300 
You are working as a computer forensics investigator for a corporation on a computer 
abuse case. You discover evidence that shows the subject of your investigation is also 
embezzling money from the company. The company CEO and the corporate legal 
counsel advise you to contact local law enforcement and provide them with the 
evidence that you have found. The law enforcement officer that responds requests that 
you put a network sniffer on your network and monitor all traffic to the subject 
computer. You inform the officer that you will not be able to comply with thatnetwork 
sniffer on your network and monitor all traffic to the subject? computer. You inform the 
officer that you will not be able to comply with that request because doing so would: 
 



A. Violate your contract 
B. Cause network congestion 
C. Make you an agent of law enforcement 
D. Write information to the subject hard driveWrite information to the subject? hard 
drive 
 

 

Answer: C 
 
 
QUESTION: 301 
You have compromised a lower-level administrator account on an Active Directory 
network of a small company in Dallas, Texas. You discover Domain Controllers 
through enumeration. You connect to one of the Domain Controllers on port 389 using 
ldp.exe. What are you trying to accomplish here? 
 
 
 
A. Enumerate domain user accounts and built-in groups 
B. Enumerate MX and A records from DNS 
C. Establish a remote connection to the Domain Controller 
D. Poison the DNS records with false records 
 
 
Answer: A 
 
 
QUESTION: 302 
As a security analyst you setup a false survey website that will reQuire users to create a 
username and a strong password. You send the link to all the employees of the 
company. What information will you be able to gather? 
 
 
A. The IP address of the employees computers 
B. Bank account numbers and the corresponding routing numbers 
C. The employees network usernames and passwords 
D. The MAC address of theemployees?computers 
 
 
Answer: C 
 
 
QUESTION: 303 
Why should you note all cable connections for a computer you want to seize as 
evidence? 
 
 
A. to know what outside connections existed 
B. in case other devices were connected 



C. to know what peripheral devices exist 
D. to know what hardware existed 
 
 
Answer: A 
 
 
QUESTION: 304 
John is using Firewalk to test the security of his Cisco PIX firewall. He is also utilizing 
a sniffer located on a subnet that resides deep inside his network. After analyzing the 
sniffer log files, he does not see any of the traffic produced by Firewalk. Why is that? 
 
 
A. Firewalk sets all packets with a TTL of one 
B. Firewalk sets all packets with a TTL of zero 
C. Firewalk cannot pass through Cisco firewalls 
D. Firewalk cannot be detected by network sniffers 
 
 
Answer: A 
 
 
QUESTION: 305 
Bill is the accounting manager for Grummon and Sons LLC in Chicago. On a regular 
basis, he needs to send PDF documents containing sensitive information through E-
mail to his customers. Bill protects the PDF documents with a password and sends them 
to their intended recipients. Why PDF passwords do not offer maximum protection? 
 
 
A. PDF passwords are converted to clear text when sent through E-mail 
B. PDF passwords are not considered safe by Sarbanes-Oxley 
C. When sent through E-mail, PDF passwords are stripped from the document 
completely 
D. PDF passwords can easily be cracked by software brute force tools 
 
 
Answer: D 
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