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Question: 55

At which of the following layers of the Open System Interconnection (OSI) model the Internet Control Message
Protocol (ICMP) and the Internet Group Management Protocol (IGMP) work?
A. The Data-Link layer
B. The Physical layer
C. The Network layer
D. The Presentation layer

Answer: C

Question: 56

Which of the following is a version of netcat with integrated transport encryption capabilities?
A. Encat
B. Nikto
C. Socat
D. Cryptcat

Answer: D

Question: 57

Which of the following well-known ports is used by BOOTP?
A. UDP 67
B. TCP 21
C. UDP 69
D. TCP 161

Answer: A

Question: 58

The simplest form of a firewall is a packet filtering firewall. Typically, a router works as a packet-filtering firewall
and has the capability to filter on some of the contents of packets.

On which of the following layers of the Open System Interconnection (OSI) reference model do these routers filter
information? Each correct answer represents a complete solution. (Choose all that apply.)
A. Transport layer
B. Data Link layer
C. Physical layer
D. Network layer



Answer: A,D

Question: 59

Which of the following parts of IP header is used to specify the correct place of the fragment in the original un-
fragmented datagram?
A. Fragment offset
B. TTL
C. Source address
D. Fragment ID

Answer: A

Question: 60

Which of the following well-known ports is used by BOOTP?
A. UDP 67
B. TCP 21
C. UDP 69
D. TCP 161

Answer: A

Question: 61

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.abc.com.
He is using a tool to crack the wireless encryption keys.

The description of the tool is as follows:

It is a Unix-based WLAN WEP cracking tool that recovers encryption keys. It operates by passively monitoring
transmissions. It uses Chipertext Only Attack and captures approximately 5 to 10 million packets to decrypt the WEP
keys.

Which of the following tools is John using to crack the wireless encryption keys?
A. Kismet
B. AirSnort
C. PsPasswd
D. Cain

Answer: B

Question: 62

You work as a Network Troubleshooter for ABC Inc. You want to tunnel the IPv6 traffic across an IPv4 supporting
portion of the company’s network.

You are using the interface configuration mode for the tunnel.



Which of the following IP addresses will you enter after the tunnel source command?
A. The IPv4 address assigned to the remote interface on which the tunnel is built.
B. The IPv6 address assigned to the remote tunnel interface.
C. The IPv6 address assigned to the local tunnel interface.
D. The IPv4 address assigned to the local interface on which the tunnel is built.

Answer: D
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