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QUESTION: 37 
RF Manager has determined that a Rogue access point (AP) must be quarantined. The only sensor 
within range is listed as busy. What happens? 

A. RF Manager reclassifies the new Rogue AP as banned so that it cannot connect o n the wired side. 
B. RF Manager specifies that a quarantine is pending for the new Rogue AP until the sensor is no 
longer busy. 
C. The sensor stops quarantining one of the currently quarantined devices and starts quarantining 
the new Rogue AP. 
D. The sensor splits its time between blocking the currently quarantined devices and the new Rogue 
AP. 

Answer: B 

QUESTION: 38
 
What is the risk of applying intrusion prevention to an access point (AP) listed as Indeterminate?
 

A. RF Manager cannot determine whether the AP follo ws your Authorized WLAN policy. You 
might quarantine your own AP, which could frustrate users. 
B. RF Manager has classified the AP as Indeterminate because you authorized it manually, but it does 
not follow your Authorized WLAN policy. Quarantining your ow n AP could frustrate users. 
C. RF Manager has classified the AP as Indeterminate because its signal is so low. Sensors will make 
themselves busy in quarantining an AP that is probably too far away to be a risk. 
D. RF Manager cannot determine whether the AP is connected to your system. You might 
quarantine another company's AP, which is illegal. 

Answer: D 

QUESTION: 39
 
Which action does RF Manager take to quarantine a client?
 

A. It instructs the client's access point to place the client's traffic in a quarantine VLA N. 
B. It instructs a sensor to send a forced disassociation message to the client's access point (AP) so that 
the AP forces the client to disconnect. 
C. It instructs a sensor to send frames to interfere with the frames sent by the quarantined client. 
D. It adds the client's MAC address to the access point's MAC lockout list, thereby blocking the 
client's traffic. 
Answer: C 

QUESTION:40 
You set your country of operation and then apply the default Sensor Configuration Template settings 
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to all sensors in RF Manager. How do your sensors handle channels that cannot be used legally in 
your country? 

A. The sensors scan these channels and detect threats, but they do not take action against the threats. 
B. The sensors scan these channels, detect threats, and take the action you have specified against any 
detected threats. 
C. The sensors scan these channels and prevent any authorized access points or clients from operating 
on these channels. 
D. The sensors do not scan these channels for threats. 

Answer: A 

QUESTION: 41
 
Click the Exhibit button and view the three exhibits.
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RF Manager and its sensors have detected an association between an Uncategorized Client and 
an access point (AP) that uses these settings: 
SSID = Company C 
Security = WPA2 with CCMP and 802.1X 

The AP is detected while passing the clients traffic on VLAN 20 (10.1.20.0/24). WiFi is permitted 
at this location. The exhibits show the Authorized SSID Template, other Authorized WLAN 
Policy settings, and the Intrusion Prevention Policy for the location.What does RF Manager have 
its sensors do? 

A. quarantine the AP only 
B. quarantine the client only 
C. take no action against either device 
D. quarantine both the AP and the client 

Answer: A 

QUESTION: 42 
What is a potential risk of enabling the RSSI -based classification feature in an Authorized WLAN 
policy? 

A. RF Manager must rely exclusively on RSSI to detect the locations of harmful devices, 
instead of drawing on the findings of network detectors. This might make the prediction less 
accurate. 
B. Sensors might decide that they shou ld not take action against a potentially harmful device 
because its RSSI is low and the device might still be a risk. 
C. RF Manager might classify your own access points (APs) as Rogue APs because their transmit 
power is too high and take action against them. 
D. RF Manager might classify legitimate access points (APs) owned by nearby companies as Rogue 
APs and take action against them. 

Answer: D 
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