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Question: 30

Examine the partial output from two web filter debug commands; then answer the question below:

Based on the above outputs, which is the FortiGuard web filter category for the web site www.fgt99.com?
A. Finance and banking
B. General organization.
C. Business.
D. Information technology.

Answer: C

Question: 31

Which statement about memory conserve mode is true?
A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.
B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches
extreme.
C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red
D. A FortiGate enters conserve mode when the configured memory use threshold reaches red

Answer: D

Question: 32

Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)
A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.
B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed
FortiGate.
C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision
history.
D. When executed on the Remote FortiGate directly, administrators do not have the option



to review the changes prior to installation.

Answer: B,D

Explanation:

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database.
It is recommend you run the changes on the device database (default setting), as this allows you to check what
configuration changes you will send to the managed device. Once scripts are run on the device database, you can
install these changes to a managed device using the installation wizard.

Policy Package, ADOM database: If a script contains changes related to ADOM level objects andpolicies, you can
change the default selection to run on Policy Package, ADOM database and can then be installed using the installation
wizard.

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don’t need to install
these changes using the installation wizard. As the changes are directly installed on the managed device, no option is
provided to verify and check the configuration changes through FortiManager prior to executing it.

Question: 33

Examine the output of the ‘diagnose debug rating’ command shown in the exhibit; then answer the question below.

Which statement are true regarding the output in the exhibit? (Choose two.)
A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.
B. The TZ value represents the delta between each FortiGuard server’s time zone and the FortiGate’s time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.
D. A server’s round trip delay (RTT) is not used to calculate its weight.

Answer: B,C

Question: 34

Refer to the exhibit, which contains the partial output of a diagnose command.



Based on the output, which two statements are correct? (Choose two.)
A. Anti-replay is enabled
B. The remote gateway IP is 10.200.4.1.
C. DPD is disabled.
D. Quick mode selectors are disabled.

Answer: A,B

Question: 35

Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.



Based on the output, which two statements are correct? (Choose two.)
A. Phase 2 authentication is set to sha1 on both sides.
B. Anti-replay is disabled.
C. Hub2Spoke1 is a policy-based VP
E. Hub2Spoke1 is configured on interface wan2.

Answer: A,D

Question: 36

View the exhibit, which contains the output of get sys ha status, and then answer the question below.



Which statements are correct regarding the output? (Choose two.)
A. The slave configuration is not synchronized with the master.
B. The HA management IP is 169.254.0.2.
C. Master is selected because it is the only device in the cluster.
D. port 7 is used the HA heartbeat on all devices in the cluster.

Answer: A,D

Question: 37

Examine the output from the ‘diagnose vpn tunnel list’ command shown in the exhibit; then answer the question
below.



Which command can be used to sniffer the ESP traffic for the VPN DialUP_0?
A. diagnose sniffer packet any ‘port 500’
B. diagnose sniffer packet any ‘esp’
C. diagnose sniffer packet any ‘host 10.0.10.10’
D. diagnose sniffer packet any ‘port 4500’

Answer: D

Explanation:

NAT-T is enabled. natt: mode=silentProtocol ESP is used. ESP is encapsulated in UDP port 4500 when NAT-T is
enabled.

Question: 38

What is the purpose of an internal segmentation firewall (ISFW)?
A. It inspects incoming traffic to protect services in the corporate DM
C. It is the first line of defense at the network perimeter.
D. It splits the network into multiple security segments to minimize the impact of breaches.
E. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network.

Answer: C

Explanation:



ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come
from inside.

Question: 39

Examine the following partial output from two system debug commands; then answer the question below.

Which of the following statements are true regarding the above outputs? (Choose two.)
A. The unit is running a 32-bit FortiOS
B. The unit is in kernel conserve mode
C. The Cached value is always the Active value plus the Inactive value
D. Kernel indirectly accesses the low memory (LowTotal) through memory paging

Answer: A,C

Question: 40

Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.)
A. It caches available firmware updates for unmanaged devices.
B. It can be configured as an update server, or a rating server, but not both.
C. It supports rating requests from both managed and unmanaged devices.
D. It provides VM license validation services.

Answer: C,D
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