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D. WPA-Personal

Answer: D

QUESTION: 170
Which VPN protocols are supported by SOHO wireless VPN routers for the purpose of
securing data transmitted over the wireless network?

A. IPSec
B. WPA-PSK
C. PPTP
D. SSH2
E. EAP-TTLS
F. WEP

Answer: A, C

QUESTION: 171
After a new wireless router is installed, what is the first task that should be completed
toward securing the network?

A. Configure VPN passthrough
B. Change the default login password
C. Change the default channel to 1
D. Configure a RADIUS server
E. Enable MAC filters

Answer: B

QUESTION: 172
Under what circumstances would checking your email on a laptop from a wireless hotspot
NOT pose a data security risk?

A. When you use HTTPS to browse to your email provider's webmail interface.
B. When you use a POP3 client such as Outlook Express to collect your email.
C. When you use HTTP to browse to your email provider's webmail interface.
D. When you use a POP3 client such as Outlook Express to send your email.



Answer: A

QUESTION: 173
You have just installed a small wireless network for your customer in their home. So far,
you have been unable to get the wireless print server to connect to the wireless router. What
step will allow you to verify basic wireless connectivity?

A. Use a spectrum analyzer to scan for RF interference sources
B. Install a wireless range extender between the devices
C. Reboot the wireless print server
D. Reset the administrative login on both devices to the manufacturer default settings
E. Remove encryption from both devices

Answer: E

QUESTION: 174
What are some appropriate uses of 802.11b wireless LAN bridges?

A. Security camera connectivity to the central surveillance system
B. Building-to-building connectivity between two or more wired LANs
C. Wireless data backhaul for an 802.11a wireless LAN system
D. Mobile classroom connectivity to a school data center

Answer: B, D

QUESTION: 175
What are appropriate applications of ZigBee technology?

A. Hotspot Internet connectivity
B. Hospital patient monitoring
C. Lawn and garden irrigation
D. WMAN outdoor bridging
E. SOHO file and print sharing

Answer: B, C



QUESTION: 176
An access point manufacturer has identified an internal problem with an access point that an
upgrade can repair. In order to upgrade the access point, new _______ will need to be
installed by the user.

A. Shareware
B. Spectral analysis
C. Firmware
D. Client software
E. Adware

Answer: C

QUESTION: 177
How are MAC filters implemented as a security mechanism in wireless LANs?

A. Wireless routers implement MAC filters in order to bypass ISP security requirements.
B. Client stations implement MAC filters in order to track associated access points.
C. WLAN switches implement MAC filters in order to determine whether the user is logged
onto the network.
D. Access points implement MAC filters to prevent unauthorized hardware from accessing
the wired network.

Answer: D

QUESTION: 178
ABC Company wants to provide Non line-of-sight, high data rate, wide-area wireless
backhaul services to its commercial and industrial customers. Which wireless technology is
suitable for this task?

A. 12 GHz Satellite modem
B. OpenAir-compliant FHSS
C. Bluetooth 2.0, Class 1
D. 802.16 WiMAX
E. 802.11g WLAN



Answer: D

QUESTION: 179
Which devices can cause unintended interference of Wi-Fi networks?

A. Walkie talkies
B. Long-range cordless phones
C. Bluetooth capable cellular phones
D. Infrared capable calculators
E. Baby monitors

Answer: B, C, E

QUESTION: 180
Which statements are true about WPA2-Personal security?

A. WPA2-Personal is not supported by USB2 or Mini-PCI devices.
B. WPA2-Personal requires a passphrase for proper operation.
C. WPA2-Personal is based on WEP version 2.
D. WPA2-Personal requires a RADIUS server for proper operation.
E. WPA2-Personal uses AES as the default encryption mechanism.

Answer: B, E
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