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Question: 670

An organization is building a distributed web application across a hybrid cloud topology. The architecture uses public cloud compute nodes
that communicate directly with a legacy mainframe database located in the on-premises datacenter. To secure the communication channel,
the network team establishes an IPsec VPN tunnel across the public internet. During a security audit, the auditor notes that while the traffic
is encrypted, the architecture is highly vulnerable to distributed denial of service (DDoS) attacks targeting the public-facing gateway IP of
the on-premises VPN appliance. Which structural modification would best enhance availability and resilience against large-scale volumetric
network attacks?

A. Replace the internet-routed IPsec VPN with a dedicated physical network connection provisioned by a telecommunications carrier.
B. Implement an aggressive rate-limiting policy on the on-premises edge firewall to drop all incoming ICMP packets exceeding a specific
threshold.
C. Configure the on-premises VPN appliance to automatically rotate its public IP address using a dynamic DNS synchronization script every
hour.
D. Deploy a secondary IPsec VPN gateway within an adjacent public cloud region to load-balance traffic using round-robin DNS records.

Answer: A

Explanation: Volumetric DDoS attacks overwhelm network bandwith or edge infrastructure by flooding public-facing entry points with
traffic. Replacing a public internet-routed IPsec VPN with a dedicated, private cloud connection (such as AWS Direct Connect or Azure
ExpressRoute) removes the enterprise's primary ingestion path from the public internet entirely. Because the traffic traverses a private,
dedicated telecommunications pipeline directly into the cloud provider's exchange point, internet-based attackers cannot target or flood the
connection endpoints. Rate limiting ICMP does not prevent volumetric link exhaustion. Load balancing over public DNS or rotating IPs via
dynamic DNS still exposes public endpoints to discovery and tracking by persistent attackers, failing to guarantee systemic resilience.

Question: 671

An enterprise is updating its corporate governance framework to include a comprehensive cloud computing policy. The policy must clearly
delineate the strategic mandates for cloud adoption, acceptable risk thresholds, and vendor management requirements. Which characteristic
distinguishes an organizational cloud computing policy from functional or technical cloud procedures?

A. It contains detailed step-by-step instructions for configuring virtual network access control lists.
B. It outlines high-level business objectives, risk boundaries, and governance structures for cloud use.
C. It specifies the exact cryptographic algorithms and key lengths required for data encryption at rest.
D. It provides a definitive list of approved cloud service provider instances and service types allowed.

Answer: B

Explanation: An organizational cloud computing policy is distinguished by its focus on high-level business objectives, risk boundaries, and
governance structures. Unlike functional or technical procedures, which dictate specific settings, commands, or execution steps, an
organizational policy establishes the philosophical and strategic boundaries within which all cloud activities and subordinate procedures must
operate.

Question: 672



A development team is migrating a legacy monolithic application to a cloud environment and needs to implement secrets management for
database connection strings, API keys, and TLS private keys. The security architect insists that the chosen solution must support "zero-trust
access," meaning that the application instances themselves never possess long-lived credentials to access the secrets manager. Instead,
access must be mediated through short-lived cryptographic identities bound to the cloud infrastructure fabric. Which methodology satisfies
this requirement?

A. Establish an IP-allowed whitelist on the secrets manager vault that permits any application executing within a specific Virtual Private
Cloud subnet to read secrets.
B. Configure the cloud instances with managed identities or IAM instance profiles that automatically negotiate temporary security tokens
with the secrets manager.
C. Embed an asymmetric master key inside the application's configuration file to decrypt a static storage file hosted within an access-
controlled cloud bucket.
D. Implement a hardcoded bootstrap token inside the application deployment container image that calls an external secrets API upon
application execution.

Answer: B

Explanation: Leveraging cloud-native managed identities or IAM instance profiles allows applications to authenticate to secrets management
systems without maintaining long-lived bootstrap secrets or hardcoded credentials. The underlying cloud fabric handles the secure
provisioning and rolling of temporary cryptographic tokens for the instance, ensuring that a zero-trust model is maintained for secrets access.

Question: 673

A software development company is establishing an automated CI/CD pipeline in a public cloud platform. The testing phase requires a
complete replica of the production database to validate database schema migrations and performance regressions. To comply with data
privacy laws, production data cannot be exposed to the development or testing environments. Which technique should the DevOps and
security teams implement within the data pipeline to safely fulfill this requirement?

A. Dynamic data masking applied via database views configured on the production database, exposed directly to the testing environment
B. Static data masking applied during an automated ETL pipeline that extracts production data and loads it into the staging database
C. Applying AES-256 block cipher encryption to all non-primary key columns in the production environment before generating backups
D. Utilizing a cloud-native database cloning feature that automatically randomizes block allocation tables to obscure original data layouts

Answer: B

Explanation: Static data masking permanently alters sensitive data at rest by replacing it with realistic but fictional data. Implementing this
within an automated ETL (Extract, Transform, Load) pipeline ensures that data extracted from production is sanitized before it ever reaches
or is stored within the non-production testing environment. Dynamic data masking only obfuscates data at query execution time and requires
a direct line of sight or connection to the production database engine, which violates the architectural separation of environments and
increases production CPU overhead during heavy test runs.

Question: 674

A security auditor is reviewing a cloud customer's implementation of an encryption strategy for an application hosted on an Infrastructure as
a Service (IaaS) platform. The application processes regulated financial information. The auditor notes that the customer uses cloud-
provider-managed encryption keys where the provider controls both the key generation and rotation cycles. Which of the following audit
findings should be raised based on cloud-specific audit frameworks?



A. The setup automatically prevents the cloud customer from utilizing transport layer security protocols for data in transit.
B. The cloud customer lacks direct administrative control over the cryptographic lifecycle, creating a deficiency in separation of duties.
C. The implementation of provider-managed keys invalidates the underlying physical security controls of the data center facility.
D. The cloud provider's use of automated rotation cycles violates international standards for symmetric key length management.

Answer: B

Explanation: Cloud-specific audit frameworks, such as those from the Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM),
emphasize the importance of key management and separation of duties. When a cloud customer relies entirely on provider-managed keys
where the provider controls generation and rotation, the customer lacks independent control over their data's cryptographic lifecycle. This
can represent an audit finding regarding the separation of duties and data sovereignty, as the provider theoretically has the technical
capability to decrypt the data without customer intervention. It does not, however, invalidate physical security or prevent the use of TLS.

Question: 675

A cloud security team is reviewing a web application that interacts with a database. They identify an exploit scenario where an attacker can
input a specific string into a search field that forces the backend database to execute a time delay function, such as 

, allowing the attacker to infer information about the database structure based on how long it takes the server to
respond. What specific type of vulnerability does this indicate, and what is the most effective secure coding defense against it?

A. Cross-Site Request Forgery; implement cryptographic anti-CSRF tokens within every state-changing state submission form
B. Broken Authentication; implement multi-factor authentication and enforce short session timeout durations for all portal users
C. Blind SQL Injection; utilize parameterized queries and prepared statements exclusively for all database interactions
D. stored Cross-Site Scripting; utilize HTML entity encoding on all user-supplied data strings before rendering them to the client browser

Answer: C

Explanation: The scenario describes Blind SQL Injection, specifically a time-based blind SQL injection technique. This occurs when an
application is vulnerable to SQL injection, but the web page does not return data or database errors directly in the HTTP response; instead,
the attacker must infer database attributes by forcing the database to pause execution for a specific duration. The most effective secure
coding defense is the comprehensive implementation of parameterized queries and prepared statements. This ensures that the database
engine treats user inputs strictly as parameters, preventing the execution of arbitrary SQL commands injected into the input string.

Question: 676

A multinational financial institution is migrating its core ledger application to a multi-tenant Public Cloud IaaS environment. The Chief
Information Security Officer (CISO) demands that cryptographic keys used for data-at-rest encryption must be completely isolated from the
cloud provider's infrastructure layers, preventing any administrative access by the provider's staff even under sub-poena. Which architectural
pattern best satisfies this specific risk profile while minimizing latency?

A. Utilizing an external, on-premises Hardware Security Module connected via a dedicated, redundant fiber-optic low-latency leased line
using Hold Your Own Key (HYOK) federated topologies.
B. Implementing a Cloud Provider Managed Key Service using symmetric envelope encryption where the primary key-encrypting key is
automatically rotated every ninety days.
C. Deploying a dedicated, hardware-isolated Cloud Hardware Security Module (HSM) instance within the provider's data center managed
via a customer-controlled control plane.
D. Validating that the cloud provider utilizes FIPS 140-3 Level 4 validated hardware security modules across all multi-tenant storage arrays
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with mandatory envelope encryption mechanisms.

Answer: A

Explanation: The Hold Your Own Key pattern ensures that the cryptographic keys remain completely outside the cloud provider's boundary
on premises. This prevents the cloud service provider from complying with administrative or legal requests to decrypt data without customer
consent, fulfilling the absolute isolation requirement. While other options provide robust security or dedicated hardware within the cloud
data center, they still exist within the provider's physical or logical control plane, which fails to guarantee total immunity from provider-level
administrative access or sub-poenas.

Question: 677

An organization experiences a security incident where an attacker successfully registered an unauthorized public IP address to a virtual
instance and initiated outbound connections to a known command-and-control server. The incident response team needs to analyze network
flow logs to trace the volume of data exfiltrated. What is a key characteristic of cloud network flow logs that responders must keep in mind
during their analysis?

A. Flow logs automatically block traffic matching known malicious IP addresses at the hypervisor layer without administrative configuration.
B. Flow logs record metadata about network traffic, including source IP, packet count, byte count, and action, but do not contain packet
payloads.
C. Flow logs are stateful and capture only the initial handshake packets of a connection to optimize storage space.
D. Flow logs capture the full payload data of every packet, allowing immediate reconstruction of the exfiltrated documents.

Answer: B

Explanation: Cloud network flow logs (such as AWS VPC Flow Logs or Azure Network Watcher Flow Logs) are highly useful for incident
response and security auditing, but they provide metadata, not full packet captures. They log essential connection details such as
source/destination IP addresses, ports, protocol, the number of packets and bytes transferred, and whether the traffic was accepted or
rejected by security groups or network ACLs. They do not inspect or record the actual payload of the packets. To understand *what* data
was exfiltrated, analysts must correlate flow log byte volumes with application logs, database audit trails, or host-based forensics, rather than
relying on the flow log itself to see file contents.

Question: 678

An enterprise application hosted in a public cloud platform processes highly sensitive data subject to strict privacy mandates. The chief
information security officer requires that all decommissioned block storage volumes undergo a sanitization process that guarantees data is
completely unrecoverable by any subsequent tenant or malicious actor accessing the physical media. Because the underlying hardware is
shared and managed exclusively by the cloud service provider, physical destruction is not an option. What is the most reliable technical
mechanism to achieve secure data deletion in this environment?

A. Implement a multi-pass cryptographic erasure protocol by overwriting the volume with pseudorandom data multiple times using standard
command-line tools like  or  directly from the instance.
B. Issue an API call to delete the volume while utilizing customer-managed encryption keys, followed by the immediate, permanent
destruction of the associated key material within the cloud key management service.
C. Execute a full standard formatting operation across all partitions of the attached block storage volume from within the guest operating
system, followed by a file system check to ensure all pointers are removed.
D. Request that the cloud service provider migrate the logical data blocks to a dedicated physical host and then execute a standard
degaussing procedure on the original drive arrays.
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Answer: B

Explanation: In multi-tenant public cloud environments, consumers lack direct access to the physical storage hardware, rendering traditional
sanitation techniques like physical destruction, degaussing, or reliable multi-pass overwrites ineffective or impossible at the virtualization
layer. Cryptographic erasure, which involves deleting the specific encryption keys used to protect the data, ensures that the data remaining
on the shared physical media becomes mathematically unrecoverable. This method provides immediate, verifiable data deletion that prevents
any future tenant or unauthorized party from reconstructing the underlying information.

Question: 679

An enterprise application running on cloud virtual machines connects to a managed relational database service. The database contains
corporate financial summaries. The security team wants to monitor all SQL queries executed against the database in real time to detect
privilege abuse, unauthorized data exfiltration, and suspicious administrative behavior without degrading database engine performance or
introducing significant latency. Which architectural pattern should be deployed?

A. Configuring database engine native audit logging sent to a centralized object storage bucket.
B. Installing host-based network sniffers on the application servers to intercept database responses.
C. Deploying an inline Database Activity Monitoring (DAM) proxy between the application and database.
D. Utilizing a non-inline Database Activity Monitoring (DAM) agent using network tapping or memory inspection.

Answer: D

Explanation: Database Activity Monitoring (DAM) solutions can operate in inline or network/host-monitoring (non-inline) modes. To
monitor SQL queries in real time without introducing latency or creating a single point of failure within the data path, a non-inline
architecture using network taps (vTAP) or lightweight host agents that read database memory/OS-level structures is preferred. This approach
captures all SQL traffic, including privileged administrative actions executed directly on the host, and forwards it to an independent
monitoring system for analysis without impacting query processing times.

Question: 680

A security analyst is investigating a suspected data exfiltration incident. A malicious actor allegedly obtained access to an internal object
storage bucket containing unencrypted corporate financial records. The analyst reviews the bucket access logs and discovers thousands of
read requests originating from an unfamiliar IP address. Which control should have been implemented to prevent unauthorized access to this
bucket?

A. Implement a bucket policy that enforces explicit denylist controls and restricts access to requests originating from within the corporate
virtual private cloud endpoint.
B. Enable versioning on the object storage bucket to ensure that previous copies of the financial records are preserved if deletion or
modification occurs.
C. Set up an alert in the cloud monitoring console to notify the security team when data transfer volume exceeds a specified gigabyte
threshold.
D. Configure an lifecycle management rule to automatically move financial documents older than thirty days to an archived cold storage tier.

Answer: A

Explanation: A bucket policy restricting access to specific virtual private cloud endpoints ensures that data can only be read from authorized



network paths, preventing external access even if credentials are exposed. Restricting access to known networks directly thwarts external
exfiltration attempts. Versioning protects against data destruction or tampering but does not prevent unauthorized read operations. Lifecycle
management rules move data to reduce storage costs but do not secure access parameters. Monitoring alerts detect incidents after or during
occurrence but do not actively prevent unauthorized access.

Question: 681

A multinational enterprise faces a complex legal situation where data stored in a cloud-native object storage bucket is subject to a strict legal
hold due to an ongoing civil lawsuit. Concurrently, a foreign data privacy authority issues an administrative order requiring the immediate
deletion of a subset of the records within that same bucket to comply with local "right to be forgotten" legislation. How should the cloud
security officer navigate this conflict from a technical implementation perspective?

A. Comply with the privacy authority immediately by deleting the requested records, and document the regulatory conflict to present to the
civil court as a defense against spoliation claims.
B. Duplicate the entire bucket to an offshore cloud region outside the jurisdiction of both the civil court and the privacy authority, and delete
the original bucket.
C. Deactivate the legal hold temporarily, execute the deletion of the specific records requested by the privacy authority, and then re-enable
the legal hold on the remaining data assets.
D. Maintain the legal hold on the entire bucket to prevent evidence spoliation, isolate the disputed records using granular access control
policies to prevent visibility, and seek immediate judicial clarification.

Answer: D

Explanation: When caught between conflicting legal mandates—such as a court-ordered preservation hold and a regulatory deletion order—
the safest technical and operational posture is to preserve the data while strictly controlling its access and visibility. Deleting data under a
valid legal hold constitutes spoliation of evidence, which carries severe legal and criminal penalties. By maintaining the hold and using
granular access controls (such as IAM or resource policies) to isolate and mask the data from general business use, the organization ensures
that evidence is not destroyed while legal counsel seeks a formal judicial resolution to the jurisdictional conflict.

Question: 682

An enterprise cloud application processes bulk data updates by reading configuration and state profiles uploaded via JSON files to an
administrative web console. A security assessment indicates that the application is vulnerable to Prototype Pollution when parsing these
JSON objects. An attacker could exploit this to inject malicious properties into the root JavaScript object prototype, altering application
behavior and escalating privileges. According to secure coding best practices, what is the most effective architectural mitigation to prevent
Prototype Pollution?

A. Reconfigure the cloud compute instances to automatically reboot whenever an unhandled exception is thrown during JSON processing
operations.
B. Implement a Web Application Firewall (WAF) rule that inspects incoming JSON payloads for the specific string literal  and
blocks matches.
C. Modify the source code to use explicitly frozen objects ( ) or utilize secure JSON parsing utilities that block or strip keys like 

 and .
D. Transmit all uploaded JSON files to an isolated asynchronous background process that executes the parsing routines inside a read-only
database session.

Answer: C
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Explanation: Prototype Pollution is a JavaScript-specific vulnerability where an attacker manipulates the global object prototype chain,
typically via input vectors like JSON parsing. The fundamental code-level remediation is to ensure that recursive merging or parsing
operations explicitly validate or strip dangerous keys such as , , and , or to use dictionary objects that do not
inherit from the base prototype (e.g., ). Object freezing can also protect sensitive structures. WAF string matching is easily
bypassed using unicode encoding or alternative object reference paths. Server reboots or background processing do not address the logical
vulnerability within the code execution path.

Question: 683

An enterprise is designing a disaster recovery strategy for its cloud infrastructure. The business impact analysis mandates a Recovery Point
Objective of 0 and a Recovery Time Objective approaching zero for its core financial transaction engine. The infrastructure is deployed
across multiple availability zones. Which architectural option is required to support these recovery parameters?

A. Multi-region active-passive configuration with continuous asynchronous data replication.
B. Multi-zone active-active deployment using synchronous replication and automated global server load balancing.
C. Synchronous database mirroring across regions with automated traffic management failover.
D. Scheduled automated snapshot generation every 15 minutes with cross-region replication.

Answer: B

Explanation: A Recovery Point Objective of 0 means absolutely zero data loss is permitted in the event of a failure. This necessitates
synchronous replication, where a transaction is not considered committed until it is written to at least two distinct isolated zones. A Recovery
Time Objective approaching zero requires immediate, transparent failover without human intervention, which is achieved through an active-
active deployment pattern across multiple zones coupled with automated global server load balancing to instantly route traffic away from a
failed zone. Synchronous mirroring across regions introduces significant network latency due to physical distance constraints, making active-
active transaction commits unfeasible for core transactional performance. Active-passive configurations with asynchronous replication
introduce data loss risks, failing the 0 data loss requirement. Scheduled snapshots every 15 minutes result in an RPO of up to 15 minutes,
which does not meet the requirement.

Question: 684

A software development organization is establishing a secure software development lifecycle (SSDLC) for its cloud applications. The
security director wants to introduce a testing methodology that intentionally inputs malformed, semi-structured, and randomized data streams
into the application's network input buffers to identify memory leaks, unhandled exceptions, and potential buffer overflow conditions. Which
testing mechanism meets this requirement?

A. Abuse case testing focusing on business logic bypass scenarios
B. Vulnerability scanning against the production cloud environment
C. Fuzz testing executed during the dynamic verification phase
D. Static Application Security Testing run during code commits

Answer: C

Explanation: Fuzz testing (or fuzzing) is a dynamic software testing technique that involves providing invalid, unexpected, or random data as
inputs to a computer program. The program is then monitored for exceptions, crashes, memory leaks, or failsafe violations. This technique is
highly effective at discovering input validation flaws, memory management issues, and robustness defects in network protocols and data
parsers during the dynamic validation stage of a secure software development lifecycle.
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Question: 685

A healthcare organization is deploying a telemedicine application on a public cloud provider's platform-as-a-service (PaaS) framework. The
application utilizes managed object storage to hold medical imaging files (DICOM images). The compliance department mandates that a
strict non-repudiation and traceability framework be established for these medical images. Specifically, if a physician alters or updates an
imaging file, there must be absolute proof of who performed the action, what changes were made, and the exact network context of the
event, ensuring that the historical data integrity is completely verifiable. Which solution represents the most effective architecture to meet
this objective?

A. Configure a localized text document inside the application folder where physicians are requested to type their names and the date
whenever they upload a new medical image file.
B. Set up a weekly system backup pipeline that compresses the entire storage bucket into a zip file and stores it on a secondary virtual
machine instance within the same virtual network.
C. Implement an application-level alert that sends an SMS text message to the security operations center manager whenever a file larger than
10 megabytes is updated inside the storage tier.
D. Enable object versioning on the storage bucket, enforce object locking in compliance mode, and configure advanced data event logging to
record the session's federated identity, source IP address, and cryptographic object hash.

Answer: D

Explanation: To achieve non-repudiation and full data traceability for sensitive files like medical images, a combination of data state controls
and detailed event logging is required. Object versioning ensures that historical iterations of a file are preserved and cannot be overwritten or
lost. Object locking in compliance mode prevents the deletion of these versions for a defined retention period. Finally, advanced data event
logging captures the critical event attributes (federated identity, source IP, and cryptographic object hashes) required to prove exactly who
modified the file and verify its integrity, satisfying all compliance criteria.

Question: 686

An agile DevOps team is adopting an Infrastructure as Code (IaC) model using Terraform to provision complex multi-tier cloud
environments. The security team wants to detect security misconfigurations—such as publicly accessible storage buckets, overly permissive
security groups, and unencrypted databases—at the earliest possible stage in the development lifecycle. Where and how should this
validation be integrated?

A. During the staging deployment phase using dynamic black-box vulnerability scanning engines
B. In the continuous integration (CI) pipeline using static analysis tools designed to scan IaC templates
C. On the production cloud gateways using real-time inline network protocol analysis and threat detection
D. In the production environment using automated cloud security posture management (CSPM) tools

Answer: B

Explanation: To achieve a "shift-left" security posture, security checks must be integrated into the earliest stages of the software
development lifecycle. Scanning Infrastructure as Code (IaC) templates (such as Terraform files, CloudFormation templates, or Ansible
playbooks) using static analysis tools directly within the continuous integration (CI) pipeline allows developers to catch structural
misconfigurations before any infrastructure is actually provisioned. This avoids the deployment of insecure resources into cloud
environments, reducing remediation costs and minimizing exposure windows.

Question: 687



A security operations center detects an anomaly where a compromised administrative credential was used to modify the configuration of a
critical virtual appliance in a public cloud environment. The attacker disabled network security group logs and altered routing tables before
the credential was revoked. To conduct a forensic investigation, the security team must reconstruct the attacker's actions. Which data source
provides the most reliable timeline of these configuration changes?

A. System event logs collected from the local event viewer of the operating system running inside the virtual appliance.
B. Cloud provider management plane audit logs captured in an immutable, centralized logging repository.
C. Continuous configuration snapshots taken by an asset management tool at the end of each business day.
D. Flow logs generated by the virtual networks showing packet transmissions between the appliance and external IP addresses.

Answer: B

Explanation: Cloud provider management plane audit logs capture all API calls made to modify infrastructure components like network
security groups and routing tables. Storing these logs in an immutable, centralized repository ensures that an attacker cannot alter or delete
the audit trail. System event logs inside the virtual appliance only record OS-level events, not infrastructure modifications made via the cloud
API. Flow logs show network traffic but do not detail configuration change actions. Daily configuration snapshots show the state at a
specific time but miss fine-grained chronological actions and short-lived changes.

Question: 688

A secure government cloud environment mandates that all cryptographic keys used for protecting data at rest within cloud databases must be
stored inside a hardware security module (HSM) that is validated to FIPS 140-3 Level 3. The cloud provider's native, multi-tenant software
Key Management Service (KMS) does not meet this certification level. Which cryptographic architecture must the security architect deploy?

A. A Cloud-Native Dedicated Hardware Security Module (CloudHSM) instance single-tenanted to the organization's virtual private cloud
B. Standard Server-Side Encryption utilizing the cloud provider's default managed encryption keys
C. Application-layer encryption using an open-source cryptographic library storing keys in an environment variable configuration file
D. An external software-defined key server hosted within a traditional on-premises virtualization cluster over a standard VPN connection

Answer: A

Explanation: To meet the strict requirement for FIPS 140-3 Level 3 validation, multi-tenant software-based key management systems are
insufficient. The architecture must incorporate a dedicated, single-tenant Cloud Hardware Security Module (CloudHSM) provisioned directly
inside the organization's secure cloud network boundary. These hardware appliances are specifically validated to high physical and logical
security standards (such as FIPS 140-3 Level 3). Default provider keys do not carry this validation, and on-premises software options over a
standard VPN introduce unacceptable latency and lack the required hardware-backed physical boundaries.
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