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A. Start URL 
B. Deny URL 
C. Illegal URL 
D. Cookie Consistency 

Answer: A, D 

QUESTION: 56 
Scenario: An administrator created two profiles for a web application labeled Info and 
Sensitive. Info is meant to protect pages that contain static text, static images and a 
feedback form that contains dynamically generated questions and drop-down menu options 
populated from a Microsoft SQL database. Sensitive is meant to protect pages that require 
user information such as social security numbers and are tracked using session cookies. The 
company policy requires that all suspicious web traffic be dropped on pages with sensitive 
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data, however web traffic should be dropped as little as possible on the site in general. 
Company policy also requires that the session timeout be no more than 10 minutes. Click 
the Exhibit button to review messages from a NetScaler Audit log generated in the 
described environment. Should the administrator modify the current profile configurations 
and if so, how? 

A. Yes, the feedback form should be added to the Sensitive profile. 
B. No, the protections are configured appropriately for this environment. 
C. Yes, the administrator should configure the SAFE Object check to block. 
D. No, the administrator should modify the session timeout from the engine settings. 

Answer: C 

QUESTION: 57 
Scenario: Company A and Company B merged and a new administrator is tasked with 
reviewing the current security settings for web applications. Company A already had an 
Application Firewall in place and the companies have the same type of content on their web 
pages, so the administrator decided to add the Company B web pages to the exisiting 
Application Firewall profiles of Company A in the hopes of possibly reducing the amount 
of malicious web traffic reaching back-end servers through Company B web pages. 
Although the companies have the same content type, the structure of the pages varies so 
that a user will never need to go more than 5 links in to find anything on the Company A 
website, but may need to go through 16 links to find something on the Company B website. 
For example, to reach a page listing available rock climbing shoes a user would use the 
following URLs: 
Company A 
Home Page >Outdoor Sporting Goods > Rock Climbing > Apparel 
Company B 
Home Page >Outdoor Sporting Goods > Dry Land > Rock Climbing > Spelunking 
>Equipment > Accessories > Apparel > Men > Feet > Size > Shoes > Material > Color 
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The administrator is reviewing a NetScaler Audit log file to determine if the current profile 
settings need to be modified to meet the needs of both companies and the new company 
policy. The new company policy requires that all suspicious web traffic should be blocked, 
information about user accounts must be encrypted and no HTML comments should be 
present in the web traffic sent from the back-end web servers. Since the addition of 
Company B pages to the Application Firewall profiles, the traffic reaching servers from 
those pages has dropped.Click the Exhibit button to view the NetScaler Audit log.Based on 
the NetScaler Audit log file, should the administrator modify the current profile 
configurations and if so, how? 

A. No, HTML comment stripping needs to be done at the global level. 
B. No, the current settings are appropriate for the needs of this environment. 
C. Yes, the administrator should create a new profile for the encrypted traffic. 
D. Yes, the administrator should increase the URL buffer overflow limit to allow legitimate 
traffic. 

Answer: D 

QUESTION: 58 
Scenario: An administrator deployed an Application Firewall in the network environment of 
a company last week. The company has a web application with fields for employees to 
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enter specific information such as employee ID and birth dates. Company policy requires 
that certain pages be accessed only from other pages; for example, an employee should not 
be able to access their retirement management page prior to accessing the retirement main 
page which includes the current plans supported by the company and up-to-date 
information of stocks and mutual funds. The administrator added a basic profile for the web 
application used by the company and enabled logging, learning and statistics but not 
blocking. The administrator is reviewing the NetScaler Audit log to decide how to modify 
the protections. All the files for the week have the same type of messages and are sorted by 
module.Click the Exhibit button to view the NetScaler Audit log for one of the days. If the 
administrator saw these log entries after legitimate traffic from internal quality assurance 
testing, should the administrator take any action? 

A. Yes, the administrator should modify the Start URL protection. 
B. Yes, the administrator should modify the Deny URL protection. 
C. No, because learning will automatically modify the profile as necessary. 
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D. No, because there are no error messages for the Application Firewall module. 

Answer: A 
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