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QUESTION: 176 
Which option is a benefit of DTLS as compared to TLS? 
 
 
A. increases reliability 
B. increases performance 
C. controls packet loss 
D. controls packet order 
 
 
Answer: B 
 
 
QUESTION: 177 
Refer to the exhibit. 
 

 
 
An engineer has configured two new VPN tunnels to 172.18.1.1 and 172.19.1.1. 
However, communication between 10.1.0.10 and 10.1.11.10 does not function. What is 
the reason? 



A. NAT-T is disabled 
B. The remote peer 172.17.1.1 doesn't support AES256 
C. overlapping crypto ACL 
D. invalid route 
 
 
Answer: B 
 
 
QUESTION: 178 
You are designing a remote VPN solution that will use the Cisco AnyConnect client. 
By default, which type of traffic should you enable on the perimeter firewall to allow 
users to initiate sessions from the LAN to an external Cisco ASA? 
 
 
A. TCP port 443 in TLS mode 
B. UDP port 848 in DTLS mode 
C. UDP ports 500 and 4500 
D. TCP port 8443 in DTLS mode 
 
 
Answer: A 
 
 
QUESTION: 179 
A network engineer testing a clientless VPN connection on a local workstation sees the 
"Clientless (browser) SSL VPN access is not allowed." message in the web browser. 
Which command remediates the problem? 
 
 
A. vpn-tunnel-protocol ssl-clientless 
B. deny-message none 
C. svc dtls enable 
D. auto-signon allow uri cifs://X.X.X.XT auth-type all 
 
 
Answer: A 
 
 
QUESTION: 180 
A network engineer wants to send multicast traffic between two routers that are 
separated by an IP cloud. The network engineer has access to the two routers, but does 
not have administrative control of the devices within the IP cloud. How can this goal be 
accomplished? 
 
 
 



A. Use IP PIM dense-mode. 
B. Configure a crypto-map based site-to-site VPN between the two routers. 
C. Turn on IP multicast routing. 
D. Configure a generic routing encapsulation tunnel. 
 
 
Answer: D 
 
 
QUESTION: 181 
Refer to the exhibit. 
 

 
 
An engineer is troubleshooting this configuration. Why is the VPN tunnel not 
functioning? 
 
 
A. There should be route for the 10.8.8.0/24 network configured. 
B. AES 256 can't be used with IKEv1. 
C. IKEv1 is not enabled. 



D. The IKEv1 policy number should be at least 256. 
Answer: C 
 
 
QUESTION: 182 
Which two NHRP functions are specific to DMVPN Phase 3 implementation? (Choose 
two.) 
 
 
A. registration request 
B. registration reply 
C. resolution request 
D. resolution reply 
E. redirect 
 
 
Answer: D, E 
 
 
QUESTION: 183 
During an SSL session between a client and a server, who is responsible for generating 
the master key that generates the symmetric keys that are use during the session? 
 
 
A. cipher suite 
B. public key infrastructure 
C. client browser 
D. web server 
 
 
Answer: C 
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