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Question: 94

A cloud administrator must deploy a virtualized multi tenant data center. The admin focuses efforts on restricting
access control. Which product is most beneficial to this effort?
A. ASA 5585 access control firewalls
B. Cisco Virtual WAAS
C. FirePOWER Next Generation Intrusion Prevention System
D. Cisco Nexus 1000v (virtual access switch)

Answer: C

Question: 95

Which three infrastructure security elements are important when designing a secure mufti tenant environment?
(Choose three.)
A. internal and external separation using 802.1q and virtual port channels
B. NGPS
C. high availability and redundancy
D. storage separation, redundancy, and security (data-at-rest encryption)
E. physical firewalls
F. VSG

Answer: ACD

Internal and external separation using 802.1q and virtual port channels (vPCs)
Storage separation, redundancy, and security (data-at-rest encryption)
High availability (HA) and redundancy
Reference: http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data Center/VMDC/Cloud Security/1-
0/DG/ICSecurity/ICSecurity2.pdf
Question: 96

A cloud administrator is considering deep packet inspection to secure the cloud infrastructure. Which three statements
about DPI are true? (Choose three.)
A. The use of DPI makes it possible to find, identify, classify, reroute, or block packets with specific data or
code payloads.
B. DPI does not require updates and revisions to remain optimally effective.
C. DPI is an advanced method of packet filtering that functions at the application layer of the OSI.
D. DPI examines only packet headers.
E. DPI is essential in protecting the cloud against malicious threats such as web exploits, zeroday attacks, data
exfiltration, and malware-based botnets.
F. DPI can increase computer speed because it decreases the burden on the processor.

Answer: ACE

Question: 97

Which two storage connectivity types are most widely used for VMFS datastores? (Choose two.)
A. iSCSI
B. FC/FCoE
C. NFS
D. CIFS
E. SCSI



Answer: AB

VMFS datastore using FC, FCoE, or iSCSI
Reference: https://community.netapp.com/fukiw75442/attachments/fukiw75442/fas-and-v-series-storage-systems-
discussions/2645/1/NetAppandVMwarevSphereStorageBestPracticesJUL10.pdf
Question: 98

A cloud administrator is considering the appropriate solution to automate a private cloud deployment. The solution
requires focus on Cisco UCS integrated infrastructure and automating application stacks. Which solution is the most
appropriate for this environment?
A. Cisco UCS Director
B. Cisco Enablement Platform
C. PSC
D. Cisco IAC

Answer: A

Question: 99

Which two private cloud integrated infrastructures provide reference architectures? (Choose two.)
A. VBlock
B. IAC
C. VSPEX
D. Oracle
E. FlexPod

Answer: BE

Question: 100

When considering a private cloud integrated infrastructure, which solution is prebuilt and tested before being
delivered to a customer only using EMC, Cisco, and VMware?
A. FlexPod
B. VBlock
C. NFS
D. VSPEX
E. SAN

Answer: B

Question: 101

Which statement about file-level storage is true?
A. It is well suited for bulk file storage.
B. Support external boot-up of systems connected to them.
C. It is complicated to implement.
D. It can store files and provide storage required for special applications like database VMFS.

Answer: A



File level storage systems are well suited for bulk file storage.
Reference: http://www.excitingip.com/2447/advantages-of-file-level-storage-vs-advantages-of-block-level-storage/
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