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QUESTION 907 
Which command can be used to globally disable the requirement that a translation rule must exist 
before packets can pass through the firewall? 

A. access-list 
B. no nat-control 
C. global <interface> 0 
D. nat <interface> 0 

Answer: B 

QUESTION 908 

Which two statements are attributed to stateless filtering? (Choose two.) 


A. It can look at sequence numbers to validate packets in flow 
B. It must process every packet against the inbound ACL filter 
C. The first TCP packet in a flow must be a SYN packet. 
D. It can be used in asymmetrical traffic flows. 

Answer: B, D 

QUESTION 909 
What algorithm initiates and encrypts a session between two routers?? Exchange keys between 
two encryption devices? 

A. Routing algorithm 
B. Diffie-Hellman algorithm 
C. The switching engine 

Answer: B 

QUESTION 910 

After entering debug ip packet, no messages appear on your Telnet session. 

What is the likely cause? 


A. OSPF routing is required. 
B. The console port does not support debug output. 
C. The terminal monitor command is required. 
D. IP packets are not supported with the debug command. 

Answer: C 

QUESTION 911 

Comparing symmetric ciphers to asymmetric ciphers, which statement is not correct? 


A. Symmetric ciphers are less computationally intensive. 345
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B. Asymmetric ciphers are in general more difficult to break. 
C. Asymmetric ciphers require a shared secret called the private key. 
D. Symmetric ciphers are faster. 

Answer: C 

QUESTION 912 

The AS5300 series router can support which of the following incoming connections?
 

A. Voice 
B. Dialup users via PSTN 
C. ISDN 
D. All the above 

Answer: D 

QUESTION 913 

Which statement is true about a hash function?
 

A. a reversible value computed from a piece of data and used to detect modifications 
B. an irreversible fast encryption method 
C. a reversible fast encryption method 
D. an irreversible value computed from a piece of data and used to detect modifications 

Answer: D 

QUESTION 914 
If an administrator can??t connect to a Cisco ASA or PIX security appliance by using Cisco 
ASDM, which four items should be checked? (Choose four.) 

A. The user IP address is permitted in the interface ACL. 
B. The HTTP server is enabled. 
C. The HTTPS server is enabled. 
D. The user IP address is permitted in the HTTP statement. 
E. The ASDM file resides in flash memory 
F. The asdm image command exists in the configuration 

Answer: B, D, E, F 

QUESTION 915 

Which of the following are the four possible states of spanning tree? 


A. Listening, learning, blocking, broadcasting 
B. Listening, learning, blocking, connecting 
C. Discovering, learning, blocking, connecting 
D. Listening, learning, blocking, forwarding 346
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Answer: D 

QUESTION 916 
When using MD5 route authentication on routers running RIP or EIGRP, which two important key 
chain considerations should be accounted for? (Choose two.) 

A. The lifetimes of the keys in the chain should overlap. 
B. Key 0 of all key chains must match for all routers in the autonomous system. 
C. Routers should be configured for NTP to synchronize their clocks. 
D. No more than three keys should be configured in any single chain 

Answer: A, C 

QUESTION 917 

Which two statements best describe the SSH protocol? (Choose two.) 


A. SSH version 1 supports DSA public key algorithm but not RSA. 
B. There are structural weaknesses in SSH version 1 which leave it open to attacks. 
C. SSH version 1 only supports DES or 3DES. 
D. SSH version 2 also supports Secure FTP 

Answer: B, D 

QUESTION 918 
Based on the displayed network diagram and configuration. You are hosting a web server at 
10.1.1.90, which is under a denial of service attack. Use NBAR to limit web traffic to that server at 
200 kb/s. Which configuration is true to complete the NBAR configuration? 

347

http:10.1.1.90


 
 

      
 

 

350-018
 

A. policy-map DoS-Attack 
class DoS 
police cir 200 bc 200 be 200 
conform-action transmit 
exceed-action drop 
violate-action drop 
! 
access-list 188 permit tcp any host 10.1.1.90 eq www 
B. policy-map drop 
class DoS 
police conform-action transmit exceed-action drop 
C. policy-map drop 
class DoS 
police cir 200000 bc 37500 be 75000 
conform-action transmit 
exceed-action drop 
violate-action drop 
! 
access-list 188 permit tcp any host 10.1.1.90 eq www 
D. policy-map DoS-Attack 
class DoS 
police cir 200000 bc 37500 be 75000 
conform-action transmit 
exceed-action drop 
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violate-action drop 
! 
access-list 188 permit tcp any host 10.1.1.90 eq www 

Answer: D 
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