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 Question: 173

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You manage a file server that runs Windows Server 2016. The file server contains the volumes configured as shown in the following table

You need to encrypt DevFiles by using BitLocker Drive Encryption (ButLocker)
Solution: You run the manage-bde.exe command and specify the -on parameter.
Does this meet the goal?
A. Yes
B. No

Answer: A

References: https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/manage-bde-on
Question: 174

Your network contains an Active Directory domain named contoso.com. The domain contains four servers. The servers are configured as shown in the
following table.



You need to manage FS1 and FS2 by using Just Enough Administration (JEA).
What should you do before you can implement JEA?
A. Install Microsoft.NET Framework 4.6.2 on FS2.
B. Install Microsoft.NET Framework 4.6.2 on FS1.
C. Install Windows Management Framework 5.0 on FS2.
D. Upgrade DC1 to Windows Server 2016.

Answer: C

Explanation:
References:
https://blogs.technet.microsoft.com/privatecloud/2014/05/14/just-eough-administration-step-by-step/
Question: 175

Your network contains an Active Directory domain named contoso.com.
You are deploying Microsoft Advanced Threat Analytics (ATA).
You create a user named User1.
You need to configure the user account of User1 as a Honeytoken account.
Which information must you use to configure the Honeytoken account?
A. The SAM account name of User1
B. The Globally Unique Identifier (GUID) of User1
C. the SID of User1
D. the UPN of User1

Answer: C

Explanation;
References:
https://docs.microsoft.com/en-us/advanced-threat-anaIytics/depIoy-use/working-with-detection-settings
Question: 176

Your network contains two single-domain Active Directory forests named contoso.com and contosoadmin.com. Contosoadmin.com contains all of the user
accounts used to manage the servers in contoso.com.
You need to recommend a workstation solution that provides the highest level of protection from vulnerabilities and attacks.
What should you include in the recommendation?
A. Provide a Privileged Access Workstation (PAW) for each user account in both forests. Join each PAW to the contoso.com domain.
B. Provide a Privileged Access Workstation (PAW) for each user in the contoso.com forest. Join each PAW to the contoso.com domain.
C. Provide a Privileged Access Workstation (PAW) for each administrator. Join each PAW to the contoso.com domain.
D. Provide a Privileged Access Workstation (PAW) for each administrator. Join each PAW to the contosoadmin.com domain.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/privileged-access-workstations



Question: 177

Note: This question is part of a series of questions that use the same scenario. For your convenience, the scenario is repeated in each question. Each question
presents a different goal and answer choices, but the text of the scenario is exactly the same in each question in this series.
Start of repeated scenario.
Your company has a marketing department.
The network contains an Active Directory domain named constoso.com. The domain contains the servers configured as shown in the following table.

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members. All laptops are protected by using BitLocker Drive
Encryption (BitLocker).
You have an organizational unit (OU) named OU1 that contains the computer accounts of application servers. An OU named OU2 contains the computer
accounts of the computers in the marketing department. A Group Policy object (GPO) named GP1 is linked to OU1. A GPO named GP2 is linked to OU2.
All computers receive updated from Server1. You create an update rule named Update1.
End of repeated scenario.
You need to ensure that AppLocker rules will apply to the marketing department computers. What should you do?
A. From the properties of OU2, modify the COM+ partition Set.
B. In GP2, configure the Startup type for the Application Identity service.
C. In GP2, configure the Startup type for the Application Management service.
D. From the properties of OU2, modify the Security settings.

Answer: B

References: https://docs.microsoft.com/en-us/windows/device-security/applocker/configure-the-application-identity-service
Question: 178

Your network contains an Active Directory forest named contoso.com.
The network is connected to the Internet.
You have 100 point-of-sale (POS) devices that run Windows 10. The devices cannot access the Internet You deploy Microsoft Operations Management Suite
(OMS).
You need to use OMS to collect and analyze data from the POS devices,
What should you do first?
A. Deploy Windows Server Gateway to the network
B. Install the OMS Log Analytics Forwarder on the network.
C. Install Microsoft Data Management Gateway on the network
D. Install the Simple Network Management Protocol (SNMP) feature on the devices.
E. Add the Microsoft NDIS Capture service to the network adapter of the devices.

Answer: B

Explanation:



References:
https://bIogs.technet.microsoft.com/msoms/2016/03/17/oms-log-anaIytics-forwarder/
Question: 179

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an Active Directory forest named contoso.com. All servers run Windows Server 2016. The forest contains 2,000 client computers that
run Windows 10. All client computers are deployed from a customized Windows image.
You need to deploy 10 Privileged Access Workstations (PAWs). The solution must ensure that administrators can access several client applications used by
all users.
Solution: You deploy 10 physical computers and configure them as PAWs. You deploy 10 additional computers and configure them by using the customized
Windows image.
Does this meet the goal?
A. Yes
B. No

Answer: A

Explanation:
References:
https://technet.microsoft.com/en-us/windows-server-docs/security/securing-privileged-access/privileged-access-workstations
Question: 180

Your network contains an Active Directory domain named contoso.com.
You install the Windows Server Update Services server role on a member server named Server!. Server! runs Windows Server 2016
You need to ensure that a user named Userl can perform the following tasks:
• View the Windows Server Update Services (WSUS) configuration.
• Generate WSUS update reports.
The solution must use the principle of least privilege.
What should you do on Server1?
A. Modify the permissions of the ReportWebService virtual folder from the WSUS Administration website.
B. Add Userl to the WSUS Reporters local group.
C. Add Userl to the WSUS Administrators local group.
D. Run wsusutil.exe and specify the postinstall parameter.

Answer: C

Explanation:
References:
https://technet.microsoft.com/en-us/library/hh852346(v=ws.11).aspx#BKMK_ConfigComputerGroups
Question: 181
Question: 182

Your network contains an Active Directory domain named contoso.com.
The domain contains four global groups named Group1, Group2, Group3, and Group4. A user named User1 is a member of Group3.
You have an organizational unit (OU) named OU1 that contains computer accounts. A Group Policy object (GPO) named GP01 is linked to OUT. OU1
contains a computer account named Computer1.
GP01 has the User Rights Assignment configured as shown in the following table.



You need to ensure that Userl can access the shares on Computer1. What should you do?
A. Modify the membership of Group3.
B. Modify the membership of Group2
C. Modify the membership of Group1
D. Modify the membership of Group4

Answer: B

Question: 183

Your network contains an Active Directory domain named contoso.com. The domain contains a certification authority (CA).
You need to implement code integrity policies and sign them by using certificates issued by the CA.
You plan to use the same certificate to sign policies on multiple computers.
You duplicate the Code Signing certificate template and name the new template Codelntegrity.
How should you configure the Codelntegrity template?
A. Enable the Allow private key to be exported setting and modify the Key Usage extension.
B. Disable the Allow private key to be exported setting and modify the Application Policies extension.
C. Disable the Allow private key to be exported setting and disable the Basic Constraints extension.
D. Enable the Allow private key to be exported setting and enable the Basic Constraints extension

Answer: D

References: https://blogs.technet.microsoft.com/ukplatforms/2017/05/04/create-code-integrity-signing-certificate/
Question: 184

You have a server named Server1 that runs Windows Server 2016.
You configure Just Enough Administration (JEA) on Server1.
You need to view a list of commands that will be available to a user named User1 when User1 establishes a JEA session to Server1.
Which cmdlet should you use?
A. Get-PSSessionCapability
B. Trace-Command
C. Show-Command
D. Get-PSSessionConfiguration

Answer: A

References:
https://docs.microsoft.com/en-us/powershell/module/Microsoft.PowerShell.Core/getpssessioncapability?view=powershell-6&viewFallbackFrom=powershell-
5.0.
Question: 185

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the



stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com. The domain contains a server named Server1 that runs Windows Server 2016 You
need to prevent NTLM authentication on Server1.
Solution: From a Group Policy, you configure the Security Options.
Does this meet the goal?
A. Yes
B. No

Answer: A

References: https://www.rootusers.com/implement-ntlm-blocking-in-windows-server-2016/
Question: 186

Your network contains an Active Directory domain named contoso.com. The domain contains domain controllers that run Windows Server 2016 The Job
Title attribute for a domain user named User1 has a value of Sales Manager.
User1 runs whoami/claims and receives the following output.

You need to ensure that the security token of User1 has a claim for Job Title.
What should you do?
A. From Active Directory Users and Computers, modify the properties of the User1 account.
B. From a Group Policy object(GPO), configure KDC support for claims, compound authentication, and Kerberos armoring
C. From Active Directory Administrative Center, add a claim type.
D. From Windows PowerShell, run the New-ADCIaimTransformPolicy cmdlet and specify the -Name parameter.

Answer: C

References: https://www.nyazit.com/how-to-configure-dynamic-access-control-in-windows-server-2012-r2-2/
Question: 187

Your network contains an Active Directory domain named contoso.com. The domain contains two DNS servers that run Windows Server 2016. The servers
host two zones named contoso.com and admin.contoso.com.
You sign both zones.
You need to ensure that all client computers in the domain validate the zone records when they query the zone.
What should you deploy?
A. a Microsoft Security Compliance manager (SCM) policy
B. a Name Resolution Policy Table (NRPT)
C. a zone transfer policy
D. a connection security rule

Answer: B

References: https://nedimmehic.org/2017/04/04/how-to-deploy-and-configure-dns-2016-part5/
Question: 188



Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com. The domain contains a server named Server1 that runs Windows Server 2016 You
need to prevent NTLM authentication on Server1.
Solution: From Windows PowerShell, you run the New-ADAuthenticationPolicy cmdlet.
Does this meet the goal?
A. Yes
B. No

Answer: B

References: https://www.rootusers.com/implement-ntlm-blocking-in-windows-server-2016/
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