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QUESTION: 103 

What is the FortiGate unit password recovery process?
 

A. Interupt boot sequence, modify the boot registry and reboot. After changing the 
password, reset the boot registry. 
B. Log in through the console port using the maintainer account within several 
minutes of a reboot. 
C. Hold CTRL + break during reboot and reset the admin password. 
D. The only way to regain access is to interrupt boot sequence and restore a 
configuration file for which the password has been modified. 

Answer:  B 

QUESTION: 104 

The FortiGate Web Config provides a link to update the firmware in the System > 

Status window. Clicking this link will perform which of the following actions? 


A. It will connect to the Fortinet support site where the appropriate firmware 
version can be selected. 
B. It will send a request to the FortiGuard Distribution Network so that the 
appropriate firmware version can be pushed down to the FortiGate unit. 
C. It will present a prompt to allow browsing to the location of the firmware file. 
D. It will automatically connect to the Fortinet support site to download the most 
recent firmware version for the FortiGate unit. 

Answer:  C 

QUESTION: 105 
Which of the following statements correctly describes how a push update from the 
FortiGuard Distribution Network (FDN) works? 

A. The FDN sends push updates only once. 
B. The FDN sends package updates automatically to the FortiGate unit without 
requiring an update request. 
C. The FDN continues to send push updates until the FortiGate unit sends an 
acknowledgement.  
D. The FDN sends a message to the FortiGate unit that there is an update available 
and that the FortiGate unit should download the update. 
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Answer:  D 

QUESTION: 106 
Which of the following options can you use to update the virus definitions on a 
FortiGate unit? (Select all that apply.) 

A. Push update 
B. Scheduled update 
C. Manual update 
D. FTP update 

Answer:  A, B, C 

QUESTION: 107 
Which of the following statements best describes the green status indicators that 
appear next to different FortiGuard Distribution Network services as illustrated in 
the exhibit? 
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A. They indicate that the FortiGate unit is able to connect to the FortiGuard 
Distribution Network. 
B. They indicate that the FortiGate unit has the latest updates that are available 
from the FortiGuard Distribution Network. 
C. They indicate that updates are available and should be downloaded from the 
FortiGuard Distribution Network to the FortiGate unit. 
D. They indicate that the FortiGate unit is in the process of downloading updates 
from the FortiGuard Distribution Network. 

Answer:  A 

QUESTION: 108 
A FortiGate 100 unit is configured to receive push updates from the FortiGuard 
Distribution Network, however, updates are not being received. Which of the 
following statements are possible reasons for this?  (Select all that apply.) 

A. The external facing interface of the FortiGate unit is configured to use DHCP. 
B. The FortiGate unit has not been registered. 
C. There is a NAT device between the FortiGate unit and the FortiGuard 
Distribution Network. 
D. The FortiGate unit is in Transparent mode. 

Answer:  A, B, C 

QUESTION: 109 
CORRECT TEXT 
In addition to AntiVirus services, the FortiGuard Subscription Services provide 
IPS, Web Filtering, and ___________ services. 

Answer:  antispam 

QUESTION: 110 
Caching improves performance by reducing FortiGate unit requests to the 
FortiGuard server. Which of the following statements are correct regarding the 
caching of FortiGuard responses? (Select all that apply.) 
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A. Caching is available for web filtering, antispam, and IPS requests. 
B. The cache uses a small portion of the FortiGate system memory. 
C. When the cache is full, the least recently used IP address or URL is deleted from 
the cache. 
D. An administrator can configure the number of seconds to store information in 
the cache before the FortiGate unit contacts the FortiGuard server again. 
E. The size of the cache will increase to accomodate any number of cached queries. 

Answer:  B, C, D 

QUESTION: 111 
Which of the following products can be installed on a computer running Windows 
XP to provide personal firewall protection, antivirus protection, web and mail 
filtering, spam filtering, and VPN functionality? 

A. FortiGate 
B. FortiAnalyzer 
C. FortiClient 
D. FortiManager 
E. FortiReporter  

Answer:  C 

QUESTION: 112 
A FortiAnalyzer device could use which security method to secure the transfer of 
log data from FortiGate devices? 

A. SSL 
B. IPSec 
C. direct serial connection 
D. S/MIME 

Answer:  B 

QUESTION: 113 
Which of the following Fortinet products can receive updates from the FortiGuard 
Distribution Network?  (Select all that apply.) 
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A. FortiGate 
B. FortiClient  
C. FortiMail 
D. FortiAnalyzer 

Answer:  A, B, C 

QUESTION: 114 
Which Fortinet products & features could be considered part of a comprehensive 
solution to monitor and prevent the leakage of senstive data?  (Select all that 
apply.) 

A. Archive non-compliant outgoing e-mails using FortiMail. 
B. Restrict unofficial methods of transferring files such as P2P using Application 
Control lists on a FortiGate. 
C. Monitor database activity using FortiAnalyzer. 
D. Apply a DLP sensor to a firewall policy. 
E. Configure FortiClient to prevent files flagged as sensitive from being copied to a 
USB disk. 

Answer:  A, B, D 

QUESTION: 115 
Which of the following statements are correct regarding logging to memory on a 
FortiGate unit? (Select all that apply.) 

A. When the system has reached its capacity for log messages, the FortiGate unit 
will stop logging to memory. 
B. When the system has reached its capacity for log messages, the FortiGate unit 
overwrites the oldest messages. 
C. If the FortiGate unit is reset or loses power, log entries captured to memory will 
be lost. 
D. None of the above.  

Answer:  B, C 
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QUESTION: 116 
An administrator configures a FortiGate unit in Transparent mode on the 
192.168.11.0 subnet. Automatic Discovery is enabled to detect any available 
FortiAnalyzers on the network. Which of the following FortiAnalyzers will be 
detected?  (Select all that apply.) 

A. 192.168.11.100 
B. 192.168.11.251 
C. 192.168.10.100 
D. 192.168.10.251 

Answer:  A, B 

QUESTION: 117 

Which of the following items does NOT support the Logging feature?
 

A. File Filter 
B. Application control 
C. Session timeouts 
D. Administrator activities 
E. Web URL filtering  

Answer:  C 

QUESTION: 118 
DLP archiving gives the ability to store session transaction data on a FortiAnalyzer 
unit for which of the following types of network traffic?  (Select all that apply.) 

A. SNMP 
B. IPSec 
C. SMTP 
D. POP3 
E. HTTP 

Answer:  C, D, E 
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QUESTION: 119 
Alert emails enable the FortiGate unit to send email notifications to an email 
address upon detection of a pre-defined event type. Which of the following are 
some of the available event types in Web Config?  (Select all that apply.) 

A. Intrusion detected. 
B. Successful firewall authentication. 
C. Oversized file detected. 
D. DHCP address assigned. 
E. FortiGuard Web Filtering rating error detected. 

Answer:  A 
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