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A.   Create communities; create groups; assign communities to groups 
B.   Create users; assign users to groups 
C. Create users; create groups; assign users to groups 
D. Create users; create communities; assign users to communities 

Answer: B 

QUESTION: 63 
Which statements are true with respect to the management VLAN feature? Select 
THREE. 

A. Management access to the switch is restricted to the console port because the 
management VLAN has no physical network ports. 
B. A management VLAN prevents unauthorized access to switches largely by not 
being visible to the data network. 
C. Management traffic is "virtually" isolated with absolute minimum port access. 
D. The VLAN ID of the management VLAN must be the largest available in the 
switch; this is typically 1023. 
E. You must execute the management-vlan menu option on all switches in the 
management VLAN. 
F. The management VLAN is a separate virtual network not accessible by data 
network traffic. It is used to help secure management access. 
G. A management VLAN cannot be used in a routed environment because it would
allow someone from a user VLAN to access the management VLAN without a physical
connection to the management VLAN. 

Answer: B, C, F 

QUESTION: 64 
A customer would like to enhance the local password security currently used for 
switch management access. He is considering using the Authorized IP Manager 
feature.  Which access methods are protected by this feature?  Select THREE. 

A.   WMI access (with DMI options enabled) 
B. Web access 
C. Console port access 
D. LDAP username/password authentication 
E. file transfers using Xmodem (for configurations and software updates) 
F. Telnet access 
G. SNMP access 
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Answer: B, F, G 

QUESTION: 65 
You have a customer who has just installed a 5304xl switch in an open area of his 
office.  Although the switch is installed in a closed rack with a locking door, he is 
concerned that it might be possible for someone to access the front panel buttons on 
the switch.  Which commands will allow him to prevent the switch from having its 
passwords and configuration information cleared?  Select TWO. 

A.   no front-panel-security factory-reset 
B.   no front-panel-security password-clear reset-on-clear 
C. no front-panel-security password-recovery 
D. no front-panel-security password-clear 
E. front-panel-security password-clear reset-on-clear 

Answer: A, D 

QUESTION: 66 
The IT department of a local high school has recently installed new HP ProCurve 
switches. They are setting up Authorized IP Managers to limit management access to 
the switches.  Which access levels can be granted to an Authorized IP Manager? 
Select TWO. 

A.   administrator 
B.  manager 
C. supervisor 
D. operator 
E. user 

Answer: B, D 

QUESTION: 67 
A network administrator plans to use a RADIUS server to authenticate access from the 
console to all the HP ProCurve switches. It is decided that the RADIUS server will be 
the primary authentication method and no secondary authentication method will be 
used. What will be the result of this proposed configuration? 

A. The primary authentication method for manager-level access through the console
port is the RADIUS server; if no RADIUS server is found, then access is denied. 
B.   The primary authentication method for operator-level access through the console
port is the RADIUS server; if no RADIUS server is found, then access is denied. 
C. The primary authentication method for manager-level access through the console 
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port is the RADIUS server; if no RADIUS server is found, then only operator-level
access is granted. 
D. This configuration is not allowed because the console port must allow the use of a 
username from the local database in the event that the RADIUS server is not reachable. 

Answer: D 

QUESTION: 68
 
Which authentication types does SSH support? Select TWO.
 

A. NDS switch user/password authentication 
B.   switch SSH and user password authentication 
C. LDAP public key authentication 
D. client RSA authentication 
E. PKI digital certificate authentication 

Answer: B, D 

QUESTION: 69 
You want to limit management of your 5304xl switches using IP Authorized 
Managers. You have configured an IP Authorized Manager entry of 10.1.10.4 
255.255.255.248.  How many IP addresses will be allowed to manage your 5300s? 

A.  1 
B.  4 
C. 6 
D. 8 

Answer: D 

QUESTION: 70 
SNMP version 3 introduces security features that may be incompatible with 
managment applications that use previous versions of SNMP.  Which command 
allows an SNMPv2 management application to access an HP ProCurve switch that 
must also support SNMPv3 in a secure network environment? 

A.  snmpv3 community ro 
B.   snmpv3 restricted-access 
C. snmpv3 enable-v2-access 
D. snmpv3 enable community ro 

Answer: B 
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