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IP address 70.1.1.1 to access this Web server, but they report that the server is not 

accessible. Referring to the exhibit, which configuration change would resolve this 

problem? 

 

 

A. set security nat proxy-arp interface fe-0/0/2 address 70.1.1.0/24 

B. set security zones security-zone untrust host-inbound-traffic system-services http 

C. set security nat destination rule-set http rule 1 match source-address 0.0.0.0/0 

D. set security address-book global address web-server 192.168.1.11/32 

 

 

Answer: D  

 

Explanation: 

DNAT is first, followed by Policy look-up. 

 

 

QUESTION: 67 

Users at a branch office report that they cannot reach an internal Web server. The users 

connect through a single SRX Series device to reach the Web server. A security policy has 

been configured on the device that allows traffic to flow between interfaces in the Trust 

zone. What is causing this problem? 

 

 

A. The interface on the device that connects to the Web server is not in the Trust zone. 

B. The IPsec VPN connection between the users and the Web server is down. 

C. There is a host inbound traffic configuration problem. 

D. There is an antispam configuration problem. 

 

 

Answer: A  

 

Explanation: 

Host inbound traffic configuration is ignored as this is not destined to the device (SRX) 

itself. 

 

 

QUESTION: 68 

Click the Exhibit button. 

 



 
 

Your customer suspects that their antispam software is not functioning properly. You 

determine that their SRX Series device is not receiving any hits on the spam counter. You 

do not trust the results of the command shown in the exhibit. In this scenario, what is 

happening? 

 

 

A. Traffic has been forwarded directly from a known dynamic IP range. 

B. Queries to the database are not going through. 

C. A trusted relay server in the cloud has been used. 

D. The IP address is a known spam sender. 

 

 

Answer: C  

 

Explanation: 

Is the SMTP traffic delivered directly to you, or are you maybe using a trusted relay server 

in the cloud? If everything comes from a trusted server it might be a problem. 

 

References:  

https://forums.juniper.net/t5/SRX-Services-Gateway/anti-spam-no-working/m- p/272484 

 

 

QUESTION: 69 

You have deployed AppID on your SRX Series device. You want to block all HTTP 

connections. However, there is a packet-monitoring device that shows the SRX Series 

device is still allowing some packets through to the webservers on TCP port 80. In this 



scenario, which statement is correct? 

 

 

A. Traffic is hitting the default fall-back option. 

B. The packet-monitoring device is allowing packets to TCP port 80. 

C. After deploying AppID, this is a normal behavior. 

D. There are new sessions matching the webservers on TCP port 80. 

 

 

Answer: C  

 

Explanation: 

Note: The APPID (application identification) feature is a Junos OS feature that identifies 

applications as constituents of application groups in TCP/UDP/ICMP traffic. 

 

References:  

 http://www.juniper.net/techpubs/en_US/junos-mobility12.1/topics/concept/pcef-app-

idoverview.html 

 

 

QUESTION: 70 

You recently installed a new webserver which resides in the DMZ zone of an SRX Series 

device. However, the server is not accessible from any host in the Untrust zone. Which 

two statements are true? (Choose two.) 

 

 

A. A security policy must be configured to allow traffic from the Untrust zone destined to 

the DMZ zone. 

B. The webserver and the SRX Series device must be configured to use the same NTP 

server. 

C. The webserver’s IP address must be represented in an address book entry on the SRX 

Series device. 

D. The SRX Series device must be configured to allow SSH as host-inbound-traffic. 

 

 

Answer: A, C  

 

Explanation: 

C: Example: set security zones security-zone dmz address-book address webserver 

172.16.1.250/24 - Creates an address book entry for the webserver 

 

References: 

 http://www.juniper.net/documentation/en_US/junos12.1x47/topics/example/security-srx- 

device-natconfiguring.html  

http://www.juniper.net/us/en/local/pdf/app-notes/3500153-en.pdf 

 

 

QUESTION: 71 

Click the exhibit button. 



 

 
 

Your customer has indicated that their VPN is down. Referring to the exhibit, what is the 

problem?  

 

 

A. The IKE IDs are mismatched. 

B. The proxy IDs are mismatched. 

C. The IKE Phase 2 proposals are mismatched. 

D. The IKE Phase 1 proposals are mismatched. 

 

 

Answer: B  

 

Explanation: 

Example of IKE proxy-id mismatch (see line 11 onwards): 

1 [Apr 2 10:57:34]SA-CFG lookup for Phase 2 failed for local:172.16.123.2, 

remote:172.16.123.1 IKEv1 

2. [Apr 2 10:57:34]ikev2_fb_spd_select_qm_sa_cb: IKEv2 SA select failed with error TS 

unacceptable 3. [Apr 2 10:57:34]ikev2_fb_spd_select_qm_sa_cb: SA selection failed, no 

matching proposal (neg df6800) 

11 [Apr 2 10:57:34]iked_pm_ike_spd_notify_received: Negotiation is already failed. 

Reason: TS unacceptable. 

[Apr 2 10:57:34]QM notification `(null)' (40001) (size 8 bytes) from 172.16.123.1 for 

protocol Reserved spi[0...3] =eb 7b b2 b4 

[Apr 2 10:57:34]ike_st_i_private: Start 

[Apr 2 10:57:34]ike_st_o_qm_hash_2: Start [Apr 2 10:57:34]ike_st_o_qm_sa_values: 

Start 

Note: “A proxy-ID is used during phase 2 of Internet Key Exchange (IKE) Virtual Private 

Network (VPN) negotiations. Both ends of a VPN tunnel either have a proxy-ID manually 

configured (route-based VPN) or just use a combination of source IP, destination IP, and 



service in a tunnel policy. When phase 2 of IKE is negotiated, each end compares the 

configured local and remote proxy-ID with what is actually received. The configured 

proxy ID must match with what is received from the other device that is negotiating an 

IKE/IPsec tunnel. 

 

References:  

 http://www.twine-networks.com/blog/posts/5-troubleshooting-ipsec-log- messages 
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