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QUESTION: 402
 
What CheckPoint module can be used to prevent the "hijacking" of authorized sessions??
 

A. VPN-1 ClientKeeper 
B. SecureVPN 
C. Client-1 
D. VPN-1 SecureClient 
E. VPN-1 SessionSaver 

Answer: D 

QUESTION: 403 
Your company has created it's security policy and it's time to get he firewall in place. Your group 
is trying to decide whether to build a firewall or buy one. What are some of the benefits to 
purchasing a firewall rather than building one? 

A. They usually have a good management GUI. 
B. They often do good logging and alerting. 
C. You do not need to configure them. 
D. The OS doesn't need to be hardened before installing the vendor's firewall on it. 
E. They often do real time monitoring. 

Answer: A,B,E 

QUESTION: 404
 
Which of the following is not a feature of CheckPoint's Firewall-1?
 

A. VPN 
B. Reverse IP lookup 
C. User Authentication 
D. Malicious activity detection 
E. Intrusion detection 

Answer: B 

QUESTION: 405 
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Where in the OSI model does Firewall-1's INSPECT engine place itself? 

A. Just above Layer 1. 
B. Just above Layer 2 
C. Just above Layer 3 
D. Just above Layer 4 
E. Just above Layer 5 

Answer: B 

QUESTION: 406 
You have implemented a Firewall-1 solution for your company, along with the Management 
GUI. When controlling the management Console in Firewall-1 though a Management GUI, what 
TCP port is used to transfer information? 

A. 258 
B. 57 
C. 53 
D. 25 
E. 23 

Answer: A 

QUESTION: 407
 
You know that when creating your rule set in Firewall-1, if a packet matches the criteria you set
 
forth, an action can be applied. If the action you want applied is to allow the packet through,
 
what action must you chose?
 

A. Accept 
B. Drop 
C. Reject 
D. User Authentication 
E. Encrypt 

Answer: A 
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QUESTION: 408 
You know that when creating your rule set in Firewall-1, if a packet matches the criteria you set 
forth, an action can be applied. If the action you want applied is to not allow the connection 
through the firewall and to send a denial message back to the sender of the connection attempt, 
what action must you chose? 

A. Accept 
B. Drop 
C. Reject 
D. User Authentication 
E. Encrypt 

Answer: C 

QUESTION: 409
 
You know that when creating a rule for Firewall-1, if a packet matches the criteria you set forth,
 
a tracking event can be applied. If the tracking event you want applied is to log all available
 
information about the packet, what track must you chose?
 

A. None 
B. Short 
C. Long 
D. Account 
E. Alert 

Answer: C 

QUESTION: 410 
When clients establish a new connections through Firewall-1, what is the order in which the 
following steps resolve? 

A: NAT the packet. 
B: Check the incoming packet against the rule base. 
C: Check the inbound packet’s IP address for evidence of having been spoofed. 
D: Check the outgoing packet against the rule base. 
E: The OS routes the packet. 
F: Check the outbound packet’s IP address for evidence of having been spoofed. 
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A. A,C,B,E,D,F 
B. B,C,E,F,D,A 
C. B,C,E,F,D,A 
D. C,B,E,F,D,A 
E. C,B,E,D,F,A 

Answer: D 
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