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C. maximum number of cache wallets on a machine; because when a user taps her finger on the 
reader,AccessAgent compares the fingerprint against all the local cached fingerprints of all users and 
selects the matching one. 
D. maximum number of fingerprints registered per person; because when a user taps her finger on 
the reader,AccessAgent compares the fingerprint against only the cached fingerprints of that user 
and selects the matching one. 

Answer: C 

QUESTION: 114 
An administrator has successfully installed the IMS Server on the machine along with AccessAgents 
in the network, but when trying to open the AccessAdmin page, the page is not displayed to the 
administrator. Which action needs to be performed to understand the problem and to define the 
solution? 

A. debug the database logs 
B. debug the AccessAgent Logs 
C. debug the stdout and stderr logs on the IMS Server 
D. verify if the permission is set correctly with certificates with Active Directory Application Mode 
Service 

Answer: C 

QUESTION: 115 

What can be used to find the specific error code information?
 

A. IMS Configuration utility 
B. IMS Server installation log 
C. https://imsserver/AccessAssistant/  
D. https://imsserver/ims/ui/diagnostics 

Answer: D 

QUESTION: 116 

The client machine has a personal firewall or anti-spyware blocking traffic from AccessAgent. 

Which executable must be unblocked to allow AccessAgent access to the IMS Server?
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A. run.exe 
B. sync.exe 
C. obsservice.exe 
D. dataprovider.exe 

Answer: B 

QUESTION: 117 

What is the most accurate test to check if the IMS Server is running?
 

A. Verify sync.exe is running. 
B. Verify DataProvider.exe is running. 
C. VerifyIMSService is running in services. 
D. VerifySOCIAccess is running in services. 

Answer: C 

QUESTION: 118 

Which two actions cannot be performed when AccessAgent is disconnected from the IMS Server? 

(Choose two.) 


A. track audit events 
B. register a second factor 
C. issue authorization code 
D. capture new credentials for applications 
E. change IBM Tivoli Access Manager for Enterprise Single Sign-On password 

Answer: B, E 

QUESTION: 119 

What is the limitation of installing AccessAgent on a client machine in offline mode?
 

A. Client machine does not haveCryptoboxes installed. 
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B. Client machine does not haveDataProvider installed. 
C. Client machine does not have IMS Server certificate installed. 
D. Client machine does not haveAccessAgent certificate installed. 

Answer: C 

QUESTION: 120 
A workstation with password-based authentication enabled is at the IBM Tivoli Access Manager for 
Enterprise Single Sign-On Graphical Identification and Authentication (GINA) screen; the machine 
is online. Active Directory (AD) is set up on IMS Server as the Enterprise Directory for user 
verification. AD Password Sync is enabled and user-secrets are not required during sign up. A user 
wants to log on but has forgotten her IBM Tivoli Access Manager for Enterprise Single Sign-On 
password. What is a valid recovery workflow for the user? 

A. Have helpdesk reset her Active Directory password and then start using her new AD password 
with IBM Tivoli Access Manager for Enterprise Single Sign-On without performing any additional 
steps and irrespective of the self-service password reset policy. 
B. Have helpdesk reset her Active Directory password and then start using her new AD password 
with IBM Tivoli Access Manager for Enterprise Single Sign-On, but only if self-service password 
reset is enabled and she successfully answers her previously set challenge questions. 
C. Have helpdesk reset her IBM Tivoli Access Manager for Enterprise Single Sign-On password and 
then start using her new IBM Tivoli Access Manager for Enterprise Single Sign-On password 
without performing any additional steps but only if self-service password reset is disabled. 
D. Have helpdesk reset his/her IBM Tivoli Access Manager for Enterprise Single Sign-On password 
and then start by using his/her new IBM Tivoli Access Manager for Enterprise Single Sign-On 
password, but only if self-service password reset is enabled and she successfully answers her 
previously set challenge questions. 

Answer: A 

QUESTION: 121 
A workstation with password-based authentication enabled is at the IBM Tivoli Access Manager for 
Enterprise Single Sign-On Graphical Identification and Authentication (GINA) screen; the machine 
is offline. A user wants to log on but has forgotten her IBM Tivoli Access Manager for Enterprise 
Single Sign-On password. What is a valid recovery workflow for the user? 

A. The user clicks "reset password" to obtain a request code which is provided to Helpdesk over the 
phone to obtain a temporary password from the helpdesk in return. This temporary password is valid 
for multiple logons on any workstation. 
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B. The user clicks "reset password" to obtain a request code which is provided to Helpdesk over the 
phone to obtain a temporary password from the helpdesk in return. This temporary password is valid 
for multiple logons on this workstation only. 
C. The user clicks "reset password" to obtain a request code which is provided to Helpdesk over the 
phone to obtain an authorization code in return. This authorization code can be used to create a 
temporary password valid for one logon each on any workstation. 
D. The user clicks "reset password" to obtain a request code which is provided to Helpdesk over 
thephoneto obtain an authorization code in return. This authorization code can be used to create a 
temporary password valid for multiple logons on this workstation only. 

Answer: D 

QUESTION: 122 
In an IBM Tivoli Access Manager for Enterprise Single Sign-On installation, the IMS Server (and 
colocated database) machine has crashed. Which resources must be available for successful recovery 
of the installation? 

A. backup of the IMS Serverkeystore and configuration files only 
B. backup of the IMS database only, from which all other information can be derived. 
C. backup of the IMS Serverkeystore and configuration files as well as a backup of the IMS database 
D. backup of the IMS Serverkeystore and configuration files as well as a backup of cached wallets 
from client workstations 

Answer: C 

QUESTION: 123 
A user does not remember his credentials for an application. Although the credentials are saved in 
his wallet, he is stuck at a workstation on the company network which does not have IBM Tivoli 
Access Manager for Enterprise Single Sign-On installed. What is a possible workflow for the user to 
recover his forgotten credentials? 

A. The user calls helpdesk and identifieshimself. The helpdesk can then go to IBM Tivoli Access 
Manager for Enterprise Single Sign-On AccessAdmin Web page and look up his credentials, 
irrespective of any user policy. 
B. The user goes to the IBM Tivoli Access Manager for Enterprise Single Sign-OnAccessAssistant 
Web page and after authenticating himself, is given his application credentials, provided this is 
allowed by the corresponding user policy. 
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C. The user calls helpdesk and identifieshimself. The helpdesk can then go to IBM Tivoli Access 
Manager for Enterprise Single Sign-On AccessAssistant Web page and look up his credentials, 
provided this is allowed by the corresponding user policy. 
D. The user calls an IMS administrator and identifieshimself. Only a person with Administrator role 
can then go to IBM Tivoli Access Manager for Enterprise Single Sign-On AccessAssistant Web 
page to look up his application credentials, provided this is allowed by the corresponding user 
policy. 

Answer: B 
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