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QUESTION: 109 
During a Proventia Server IPS presentation, the client expresses concern about the large 
variety of platforms deployed in the IT infrastructure. What is the best answer? 

A. IBM ISS has the broadest OS-platform support on the market. In cases where there are 
non- supported platforms, the integration with third party products is a very common 
deployment layout. 
B. Network-based IPS is the fundamental protection mechanism, and host-based IPS is an 
integration option. The client should not worry about whether the OS is supported. 
C. IBM ISS has the broadest OS-platform support on the market. In cases where there are 
non- supported platforms, it is common to acquire new supported platforms and dismiss the 
unsupported ones. 
D. IBM ISS has the broadest OS-platform support on the market. In cases where there are 
non- supported platforms, the integration with network-based IPS is a very common 
deployment layout. 

Answer: D 

QUESTION: 110 
After a successful demonstration the client requests a license in order to further evaluate 
the product. What action should the SE take? 

A. Give the client the license, and offer him as much time as necessary since this is only an 
evaluation. 
B. Ask the client about his expectations regarding the evaluation, and explain the minimum 
time and resource he will need during the evaluation period. 
C. Agree to give the client the license, and inform him of the thirty-day policy. 
D. Explain to the client that as part of the demonstration agreement, he is obligated to make 
a decision. 

Answer: B 

QUESTION: 111
 
Which globally accepted email encryption standards does PGP Corporation support?
 

A. OpenPGP 
B. S/MIME 
C. TLS 
D. OpenPGP, S/MIME and TLS 
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Answer: D 

QUESTION: 112 
A client needs a server protection solution but has concerns about the performance impact 
that Proventia Server might have on its machines. What is the most effective way of 
reducing the performance impact of Proventia Server on a machine while maintaining 
inspection where required? 

A. Optimize the IPS policy by disabling irrelevant checks. 
B. Use event filters to ignore irrelevant events between defined IP addresses. 
C. Use bypass filters to ignore traffic where inspection is irrelevant (e.g. backups). 
D. Keep all defaults because Proventia Server dynamically bypasses inspection modules 
when overloaded. 

Answer: C 

QUESTION: 113
 
The Proventia MFS appliance uses which signature antivirus engine?
 

A. BitDefender 
B. Sophos 
C. Norton 
D. ClamAV 

Answer: B 

QUESTION: 114 
The sales team is working on a very competitive network IPS opportunity.The client is 
asking for third-party validation on the effectiveness of the Proventia Network IPS 
appliance. What information should the SE provide to the sales team? 

A. NSS Labs reports 
B. ICSA Labs reports 
C. Common Criteria Certification report 
D. PCI DSS compliance report 

Answer: A 

QUESTION: 115 
An SE is helping the sales team specify a host protection agent solution to support the AIX 
platform. Which product should the SE recommend? 
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A. RealSecure Server Sensor 
B. Proventia Server 
C. RealSecure Gigabit Network Sensor 
D. SiteProtector Server 

Answer: A 

QUESTION: 116 
Which Proventia Network IPS series operation mode allows the client to install the device 
as an IPS without blocking any traffic? 

A. Inline Protection 
B. Inline Simulation 
C. Passive Monitoring 
D. Hybrid Monitoring 

Answer: B 

QUESTION: 117
 
SiteProtector maintains a central database for all configuration and alert information.
 
Which of the following databases is suitable for a SiteProtector installation?
 

A. MySQL or MS-SQL 
B. Oracle or MS-SQL 
C. DB2, MS-SQL, or Oracle 
D. Microsoft SQL only 

Answer: D 

QUESTION: 118 
What response does a UDP port scan require from the target before a port is considered 
closed? 

A. ICMP echo reply 
B. UDP reset 
C. ICMP port unreachable 
D. Silence 

Answer: C 
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QUESTION: 119 
The IBM ISS Web Filter Database crawls the internet and is second in size to which of the 
following databases? 

A. BlueCoat 
B. Google 
C. McAfee 
D. WebSense 

Answer: B 

QUESTION: 120 
At a client meeting with both technical and non-technical attendees, the SE is asked to 
explain the concept of "Virtual Patching." Which of the following best summarizes the 
principle of "Virtual Patching"? 

A. It is specific to the ISS Proventia server-based products; it protects against exploitation 
even before a security hot fix has been installed. 
B. It pre-emptively protects against exploitation of unpatched vulnerabilities and helps 
automate the process of downloading and installing vendor hot fixes. 
C. It is a feature of the ISS Proventia Network and Host products that protects systems 
against exploitation, even before a security hot fix has been installed. 
D. It is a function of the PAM deep packet inspection engine that uses heuristic and state-
machine algorithms to protect security targets from compromise. 

Answer: C 
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