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QUESTION: 92  

A network engineer has collected a packet capture using Wireshark and given it to the 

team for analysis. The team is looking for activity based on the internal IP address of 

10.0.25.123. Which of the following filters should the team use to look at only traffic for 

this IP?  

A. source.ip == 10.0.25.123 && destination .ip == 10.0.25.123 

B. source tcp = 10.0.25.123 and destination tcp = 10.0.25.123  

C. src.ip == 10.0.25.123 or dst.ip == 10.0.25.123  

D. src.ip = 10.0.25.123 or dst.ip = 10.0.25.123  

Answer: D 

QUESTION: 93  

An analyst would like to search for a specific text string at the beginning of a line that 

begins with four capital alphabetic characters. Which of the following search operators 

should be used?  

A. /\b\w{4}\b  

B. /\b[A-Z]{4}\g  

C. /A\w{4}\b  

D. /B[A-Z]{4}\b\g 

Answer: B 

QUESTION: 94  

Which of the following logs should be checked to determine if an internal user 

connected to a potentially malicious website? (Choose two.)  

A. FTP logs  

B. Email logs  

C. Firewall logs 

D. Proxy logs  

E. HTTP logs  



Answer: D, E  

 

 

QUESTION: 95  

While reviewing some audit logs, an analyst has identified consistent modification of the 

sshd_config file for an organization's server. The analyst would like to investigate and 

compare contents of the current file with archived versions of files that are saved 

weekly. Which of the following tools will be MOST effective during the investigation?  

 

 

A. cat <beginning of filename>* I cut -d ',' -f 2,5, 7  

B. more <beginning of filename>* I grep <string of characters>  

C. diff <filename> <filename 2>  

D. sort <beginning of filename>*  

 

 

Answer: B  

 

 

QUESTION: 96  

A logfile generated from a Windows server was moved to a Linux system for further 

analysis. A system administrator is now making edits to the file with vi and notices the 

file contains numerous instances of Ctrl-M (AM) characters. Which of the following 

command line tools is the administrator MOST likely to use to remove these characters 

from the logfile? (Choose two.)  

 

 

A. tr  

B. cut  

C. cat  

D. unix2dos  

E. awk  

 

 

Answer: A, C  

 

 

QUESTION: 97  

Which of the following technologies is used as mitigation to XSS attacks?  

 

 

A. Intrusion prevention  

B. Proxy filtering  

C. Web application firewall  

D. Intrusion detection  

 

 

Answer: C  

 

 



QUESTION: 98  

An incident responder notices many entries in an apache access log file that contain 

semicolons. Which of the following attacks is MOST likely being attempted?  

 

 

A. SQL injection  

B. Remote file inclusion  

C. Account brute force  

D. Cross-site scripting  

 

 

Answer: A  

 

 

QUESTION: 99  

A DMZ web server has been compromised. During the log review, the incident 

responder wants to parse all common internal Class A addresses from the log. Which of 

the following commands should the responder use to accomplish this?  

 

 

A. grep -x"(10.[0-9]+.[0-9]+.[0-9]+)" etc/rc.d/apache2/access.log I output.txt  

B. grep -x"(192.168.[0.9]+[0-9])" bin/apache2/access.log I output.txt  

C. grep -v"(10.[0-9]+.[0-9]+.[0-9]+)" /var/log/apache2/access.log > output.txt  

D. grep -v"(192.168.[0.9]+[0-9]+)" /var/log/apache2/access.log > output.txt  

 

 

Answer: C  

 

 

QUESTION: 100  

Which of the following types of logs is shown below, and what can be discerned from 

its contents? 2015-07-19 12:33:31 reject UDP 146.64.21.212 192.141.173.72 1234 80  

2015-07-19 12:33:31 reject UDP 166.32.22.12 192.141.173.72 1234 80  

2015-07-19 12:33:31 reject UDP 123.56.71.145 192.141.173.72 1234 80  

2015-07-19 12:33:31 reject UDP 146.64.21.212 192.141.173.72 1234 80  

2015-07-19 12:33:32 reject UDP 166.32.22.12 192.141.173.72 1234 80  

2015-07-19 12:33:32 reject UDP 123.56.71.145 192.141.173.72 1234 80  

2015-07-19 12:33:32 reject UDP 146.64.21.212 192.141.173.72 1234 80  

2015-07-19 12:33:33 reject UDP 166.32.22.12 192.141.173.72 1234 80  

2015-07-19 12:33:33 reject UDP 123.56.71.145 192.141.173.72 1234 80  

2015-07-19 12:33:33 reject UDP 146.64.21.212 192.141.173.72 1234 80  

2015-07-19 12:33:34 reject UDP 166.32.22.12 192.141.173.72 1234 80  

2015-07-19 12:33:34 reject UDP 123.56.71.145 192.141.173.72 1234 80  

2015-07-19 12:33:34 reject UDP 146.64.21.212 192.141.173.72 1234 80  

2015-07-19 12:33:35 reject UDP 166.32.22.12 192.141.173.72 1234 80  

2015-07-19 12:33:35 reject UDP 123.56.71.145 192.141.173.72 1234 80  

 

 

A. Firewall log showing a possible web server attack  

B. Proxy log showing a possible DoS attack  



C. Firewall log showing a possible DoS attack  

D. Proxy log showing a possible web server attack  

 

 

Answer: C  
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