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QUESTION: 132 
While reviewing firewall logs, a security analyst at a military contractor notices a sharp 
rise in activity from a foreign domain known to have well-funded groups that specifically 
target the company’s R&D department. Historical data reveals other corporate assets 
were previously targeted. This evidence MOST likely describes: 

A. an APT. 
B. DNS harvesting. 
C. a zero-day explogt. 
D. corporate espionage. 

Answer: A 

QUESTION: 133 
A corporation employs a number of small-form-factor workstations and mobile devices, 
and an incident response team is therefore required to build a forensics kit with tools to 
support chip-off analysis. Which of the following tools would BEST meet this 
requirement? 

A. JTAG adapters 
B. Last-level cache readers 
C. Write-blockers 
D. ZIF adapters  

Answer: A 

QUESTION: 134 
In order to the leverage the power of data correlation with Nessus, a cybersecurity analyst 
must first be able to create a table for the scan results. 
Given the following snippet of code: 

Which of the following output items would be correct? 



 
 
 
A. Option A 
B. Option B 
C. Option C 
D. Option D  
 
 
Answer: A 
 
 

QUESTION: 135 
A security analyst is reviewing output from a CVE-based vulnerability scanner. Before 
conducting the scan, the analyst was careful to select only Windows-based servers in a 
specific datacenter. The scan revealed that the datacenter includes 27 machines running 
Windows 2003 Server Edition (Win2003SE). In 2015, there were 36 new vulnerabilities 
discovered in the Win2003SE environment. Which of the following statements are 
MOST likely applicable? (Choose two.) 
 
 
A. Remediation is likely to require some form of compensating control. 
B. Microsoft’s published schedule for updates and patches for Win2003SE have 

continued uninterrupted. 
C. Third-party vendors have addressed all of the necessary updates and patches required 
by Win2003SE. 
D. The resulting report on the vulnerability scan should include some reference that the 
scan of the datacenter 
included 27 Win2003SE machines that should be scheduled for replacement and 
deactivation. 
E. Remediation of all Win2003SE machines requires changes to configuration settings 
and compensating controls to be made through Microsoft Security Center’s Win2003SE 

Advanced Configuration Toolkit.  
 
 
Answer: D  , ?



QUESTION: 136 
A company’s asset management software has been discovering a weekly increase in non-
standard software installed on end users’ machines with duplicate license keys. The 

security analyst wants to know if any of this software is listening on any non-standard 
ports, such as 6667. Which of the following tools should the analyst recommend to block 
any command and control traffic? 
 
 
A. Netstat 
B. NIDS 
C. IPS 
D. HIDS  
 
 
Answer: A 
 
 
QUESTION: 137 
A security incident has been created after noticing unusual behavior from a Windows 
domain controller. The server administrator has discovered that a user logged in to the 
server with elevated permissions, but the user’s account does not follow the standard 

corporate naming scheme. There are also several other accounts in the administrators 
group that do not follow this naming scheme. Which of the following is the possible 
cause for this behavior and the BEST remediation step? 
 
 
A. The Windows Active Directory domain controller has not completed synchronization, 
and should force the domain controller to sync. 
B. The server has been compromised and should be removed from the network and 
cleaned before reintroducing it to the network. 
C. The server administrator created user accounts cloning the wrong user ID, and the 
accounts should be removed from administrators and placed in an employee group. 
D. The naming scheme allows for too many variations, and the account naming 
convention should be updates to enforce organizational policies. 
 

 

Answer: D 
 
 

QUESTION: 138 
A company decides to move three of its business applications to different outsourced 
cloud providers. After moving the applications, the users report the applications time out 
too quickly and too much time is spent logging back into the different web-based 
applications throughout the day. Which of the following should a security architect 
recommend to improve the end-user experience without lowering the security posture? 
 



A. Configure directory services with a federation provider to manage accounts. 
B. Create a group policy to extend the default system lockout period. 
C. Configure a web browser to cache the user credentials. 
D. Configure user accounts for self-service account management.  
 
 
Answer: B 
 
 
QUESTION: 139 
An organization is conducting penetration testing to identify possible network 
vulnerabilities. The penetration tester has received the following output from the latest 
scan: 
 

 
 
The penetration tester knows the organization does not use Timbuktu servers and wants 
to have Nmap interrogate the ports on the target in more detail. Which of the following 
commands should the penetration tester use NEXT? 
 
 
A. nmap –sV 192.168.1.13 –p1417  
B. nmap –sS 192.168.1.13 –p1417 
C. sudo nmap –sS 192.168.1.13  
D. nmap 192.168.1.13 –v 
 
 
Answer: A 
 
 

QUESTION: 140 
A list of vulnerabilities has been reported in a company’s most recent scan of a server. 

The security analyst must review the vulnerabilities and decide which ones should be 
remediated in the next change window and which ones can wait or may not need 
patching. Pending further investigation. Which of the following vulnerabilities should the 



analyst remediate FIRST? 
 
 
A. The analyst should remediate https (443/tcp) first. This web server is susceptible to 
banner grabbing and was fingerprinted as Apache/1.3.27-9 on Linux w/ mod_fastcgi. 
B. The analyst should remediate dns (53/tcp) first. The remote BIND 9 DNS server is 
susceptible to a buffer overflow, which may allow an attacker to gain a shell on this host 
or disable this server. 
C. The analyst should remediate imaps (993/tcp) first. The SSLv2 suite offers five strong 
ciphers and two weak “export class” ciphers. 
D. The analyst should remediate ftp (21/tcp) first. An outdated version of FTP is running 
on this port. If it is not in use, it should be disabled.  
 
 
Answer: B 
 
 
QUESTION: 141 
A security analyst is making recommendations for securing access to the new forensic 
workstation and workspace. Which of the following security measures should the analyst 
recommend to protect access to forensic data? 
 
 
A. Multifactor authentication Polarized lens protection Physical workspace isolation 
B. Secure ID token Security reviews of the system at least yearly Polarized lens 
protection 
C. Bright lightning in all access areas Security reviews of the system at least yearly 
Multifactor authentication 
D. Two-factor authentication into the building Separation of duties Warning signs placed 
in clear view  
 
 
Answer: A 
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