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A. Failover 
B. Reduce power consumption 
C. Load balancing 
D. Ease of maintenance  

Answer: A, C 

QUESTION: 439 
Sam works as a Project Manager for Blue Well Inc. He is working on a new project. He 
wants to access high level risks for the project. Which of the following steps should Sam 
take in order to accomplish the task? 

A. Identifying and analyzing risk events using qualitative and quantitative techniques 
B. Developing risk management plan to identify risks based on documents 
C. Developing project charter to identify risks based on documents 
D. Developing project charter and risk management plan to identify risks based on 
documents 

Answer: D 

QUESTION: 440 
You work as a Security Professional for uCertify Inc. You are working on a Disaster 
Recovery Plan (DRP). Which of the following are basic functions of DRP? Each correct 
answer represents a complete solution. Choose all that apply. 

A. It protects an organization from major computer services failure. 
B. It guarantees the reliability of standby systems through testing and simulation. 
C. It resists the same disaster to come in the future. 
D. It minimizes decision-making required by personnel during a disaster. 

Answer: A, B, D 

QUESTION: 441 
You work as a Security Manager for uCertify Inc. You have been assigned the task to 
implement clustering for Web servers. What are the advantages of clustering? Each 
correct answer represents a complete solution. Choose all that apply. 

A. Troubleshooting 
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B. Load balancing 
C. Failover 
D. Network sharing 

Answer: B, C 

QUESTION: 442 
Which of the following are the steps of the process of risk assessing? Each correct 
answer represents a complete solution. Choose all that apply. 

A. Deletion of threats 
B. Identification of the relationships 
C. Identification of potential threats  
D. Identification of assets 

Answer: B, C, D 

QUESTION: 443 
Mark is the project manager of the NHQ project in StarTech Inc. The project has an 
asset valued at $195,000 and is subjected to an exposure factor of 35 percent. What will 
be the Single Loss Expectancy of the project? 

A. $72,650 
B. $67,250 
C. $68,250 
D. $92,600 

Answer: C 

QUESTION: 444 
You work as an Information Security Manager for uCertify Inc. You are working on the 
documentation of ISMS. Which of the following steps are concerned with the 
development of ISMS? Each correct answer represents a complete solution. Choose all 
that apply. 

A. Risk management 
B. HR security planning 
C. Statement of Applicability 
D. Selection of appropriate controls 
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Answer: A, C, D 

QUESTION: 445 

Which of the following statements is true about single loss expectancy? 


A. It is defined as the cost related to a single realized risk against a particular asset. 
B. It is defined as the yearly cost of all instances of a particular threat against a particular 
ass et. 
C. It is defined as the expected frequency of occurrence of a particular threat or risk in a 
singl e year. 
D. It is defined as the percentage of loss experienced by an organization when a 
particular asset is violated by a realized risk. 

Answer: A 

QUESTION: 446 
Which of the following plans provides measures for disseminating status report to 
personnel and the public? 

A. Contingency plan 
B. Disaster recovery plan 
C. Business continuity plan 
D. Crisis communication plan 

Answer: D 

QUESTION: 447 
Which of the following is used to shift the impact of a threat to a third party, together 
with the ownership of the response? 

A. Risk mitigation  
B. Risk avoidance 
C. Risk acceptance 
D. Risk transference  

Answer: D 
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QUESTION: 448 
CORRECT TEXT 
Fill in the blank with the appropriate term. ______is the process of managing user 
authorizations based on the ITU-T Recommendation X.509. 

Answer: Privilege Management 

QUESTION: 449 
David works as the Network Administrator for Blue Well Inc. He has been asked to 
perform risk analysis. He decides to perform it by using CRAMM. The CEO of the 
company wants to know the stronger points of CRAMM that is going to be used by 
David. Which of the following points will David tell the CEO of the organization? 
Each correct answer represents a complete solution. Choose all that apply. 

A. It requires protecting a high risk system. 
B. It is effective to meet the objectives of its sub-group. 
C. It does not provide protection against any threat. 
D. It is expensive to implement. 

Answer: A, B, D 

QUESTION: 450 

Which of the following are the valid reasons for the occurrence of Drive-by download? 

Each correct answer represents a complete solution. Choose all that apply. 


A. Viewing an e-mail message 
B. Updating windows files automatically 
C. Visiting a website 
D. Clicking on a deceptive pop-up window 

Answer: A, C, D 

QUESTION: 451 
You work as a Network Administrator for uCertify Inc. You have been assigned the task 
to select an access control method for the organization's online library so that unethical 
access can be stopped. You want to apply a condition, i.e., the employee name and the 
employee code should match to access the library. Which of the following access 
controls is appropriate to accomplish the task? 
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A. Attribute-based access control  
B. Discretionary access control  
C. Role-based access control 
D. Mandatory access control 

Answer: D 

QUESTION: 452 
Which of the following paragraphs of the Turnbull Report stated that a company's 
internal control system encompasses the policies, processes, tasks, behaviors, and other 
aspects of the company? 

A. Paragraph 28 
B. Paragraph 20 
C. Paragraph 22 
D. Paragraph 21 

Answer: B 

QUESTION: 453 
You work as a Security Administrator for uCertify Inc. You have been assigned a task 
for helping employees in determining appropriate technical security measures available 
for electronic information that is deemed sensitive. Which of the following policies will 
you apply to accomplish the task? 

A. Default policy 
B. Information security policy 
C. Security policy 
D. Enterprise policy 

Answer: B 
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