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D. Implement rules on the firewall to block unknown devices. 
 
 
Answer: C 
 
 
QUESTION: 219 
Which of the following security appliances would be used to only analyze traffic 
and send alerts when predefined patterns of unauthorized traffic are detected on the 
network? 
 
 
A. Host based IPS 
B. Network based firewall 
C. Signature based IDS 
D. Behavior based IPS 
 
 
Answer: C 
 
 
QUESTION: 220 
An administrator would like to provide outside access to the company web server 
and separate the traffic from the local network. Which of the following would the 
administrator use to accomplish this? 
 
 
A. Network Address Translation 
B. Stateful Inspection 
C. Port Address Translation 
D. Demilitarized Zone 
 
 
Answer: D 
 
 
QUESTION: 221 
An administrator needs to provide remote connectivity to server1, web traffic to 
server2, and FTP access to server3 using a single outside IP address. Which of the 
following would the administrator implement on the firewall to accomplish this? 
 
 
A. Port Address Translation 
B. Demilitarized Zone 
C. Stateful Packet Inspection 
D. Network Address Translation 



Answer: A 
 
 
QUESTION: 222 
An administrator would like to scan for open ports on the subnet and determine if 
any vulnerable applications are listening. Which of the following tools would the 
administrator MOST likely use? 
 
 
A. Ping 
B. Nessus 
C. IMAP 
D. Telnet 
 
 
Answer: B 
 
 
QUESTION: 223 
An attack used to find unencrypted information in network traffic is called: 
 
 
A. WEP cracking 
B. packet sniffing 
C. ping sweep 
D. social engineering 
 
 
Answer: B 
 
 
QUESTION: 224 
An administrator would like to block all HTTP traffic and allow all HTTPS traffic 
on the firewall. Using the default port numbers, which of the following should the 
administrator configure? (Select TWO). 
 
 
A. Allow port 443 
B. Deny port 53 
C. Deny port 20 
D. Deny port 80 
E. Allow port 23 
 
 
Answer: A, D 
 



QUESTION: 225 
Which of the following protocols would be MOST likely found to be running on a 
device in a SOHO environment? 
 
 
A. BGP 
B. SONET 
C. IPSec 
D. OSPF 
 
 
Answer: C 
 
 
QUESTION: 226 
Which of the following tools will scan a network for hosts and provide information 
on the installed operating system? 
 
 
A. DOCSIS 
B. NMAP 
C. IMAP 
D. BERT 
 
 
Answer: B 
 
 
QUESTION: 227 
A network technician is configuring a new firewall for placement into an existing 
network infrastructure. The existing network is connected to the Internet by a 
broadband connection. Which of the following represents the BEST location for the 
new firewall? 
 
 
A. The firewall should be placed between the Internet connection and the local 
network. 
B. The firewall should be placed inside the local network. 
C. The firewall should be placed between the broadband connection and the 
Internet. 
D. The firewall should be placed in the Internet cloud. 
 
 
Answer: A 
 
 



QUESTION: 228 
A company would like their technicians to be able to connect to employee desktops 
remotely via RDP. Which of the following default port numbers need to be opened 
on the firewall to support this? 
 
 
A. 143 
B. 443 
C. 3389 
D. 8080 
 
 
Answer: C 
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