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Question #289 Section 2

A company has an AWS account for each department and wants to consolidate billing and reduce overhead. The company wants to make
sure that the finance team is denied from accessing services other than Amazon EC2, the security team is denied from accessing services
other than AWS CloudTrail, and IT can access any resource.
Which solution meets these requirements with the LEAST amount of operational overhead?

A. Create a role for each department within AWS IAM and assign each role the necessary permissions.
B. Create a user for each department within AWS IAM and assign each user the necessary permissions.
C. Implement service control policies within AWS Organizations to determine which resources each department can access.
D. Place each department into an organizational unit (OU) within AWS Organizations and use IAM policies to determine which
resources they can access.

Answer: C 

Question #290 Section 2

A sysops administrator is managing a VPC network consisting of public and private subnets. Instances in the private subnets access the
Internet through a NAT gateway. A recent AWS bill shows that the NAT gateway charges have doubled. The administrator wants to
identify which instances are creating the most network traffic.
How should this be accomplished?

A. Enable flow logs on the NAT gateway elastic network interface and use Amazon CloudWatch insights to filter data based on the
source IP addresses.
B. Run an AWS Cost and Usage report and group the findings by instance ID.
C. Use the VPC traffic mirroring feature to send traffic to Amazon QuickSight.
D. Use Amazon CloudWatch metrics generated by the NAT gateway for each individual instance.

Answer: A 

Question #291 Section 2

A SysOps Administrator is analyzing how Reserved Instance discounts are allocated to Amazon EC2 instances across accounts in the
company's consolidated bill.
Which AWS tool will provide the details necessary to understand the billing charges?

A. AWS Budgets
B. AWS Cost and Usage report
C. AWS Trusted Advisor
D. AWS Organizations

Answer: D 
Consolidated billing has the following benefits:
âœ‘ One bill "" You get one bill for multiple accounts.
âœ‘ Easy tracking "" You can track the charges across multiple accounts and download the combined cost and usage data.
âœ‘ Combined usage "" You can combine the usage across all accounts in the organization to share the volume pricing discounts and
Reserved Instance discounts. This can result in a lower charge for your project, department, or company than with individual standalone
accounts. For more information, see
Volume Discounts.
âœ‘ No extra fee "" Consolidated billing is offered at no additional cost.
Reference:
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html

Question #292 Section 2

When performing an audit on an S3 bucket, a SysOps Administrator discovered that Amazon CloudWatch reports that there are 12,345,678
objects in the bucket, whereas the AWS CLI reports that there are 98,765,432 objects in the same bucket.
Which Amazon S3 feature can the SysOps Administrator use to obtain the definitive answer to the number of objects in the bucket?



A. Amazon S3 analytics
B. Amazon S3 inventory
C. AWS Management Console
D. Object tags

Answer: B 
Reference:
https://stackoverflow.com/questions/2862617/how-can-i-tell-how-many-objects-ive-stored-in-an-s3-bucket

Question #293 Section 2

An organization recently faced a network outage while uploading data into one of their S3 buckets. This outage generated many incomplete
multipart uploads in that S3 bucket. A sysops administrator wants to delete the incomplete multipart uploads and ensure that the incomplete
multipart uploads are deleted automatically the next time such an event occurs.
How should this be done?

A. Create an Amazon S3 Event Notification to trigger an AWS Lambda function that deletes incomplete multipart uploads.
B. Create an Amazon S3 lifecycle rule to abort incomplete multipart uploads so that they are deleted this time and in the future.
C. Use the AWS CLI to list all the multipart uploads, and abort all the incomplete uploads from the day of the event so that they are
deleted.
D. Use the AWS Management Console to abort all the incomplete uploads from the day of the event so that they are deleted.

Answer: B 
Reference:
https://aws.amazon.com/blogs/aws/s3-lifecycle-management-update-support-for-multipart-uploads-and-delete-markers/

Question #294 Section 2

A company's finance department wants to receive a monthly report showing AWS resource usage by department.
Which solution should be used to meet the requirements?

A. Configure AWS Cost and Usage reports for each department. Run the reports monthly.
B. Schedule a monthly report for each department using AWS Budgets.
C. Run a monthly AWS CloudTrail report of resource usage by tag using department codes.
D. Tag all resources with department codes. Generate a monthly cost allocation report.

Answer: A 
Reference:
https://docs.aws.amazon.com/cur/latest/userguide/monthly-report.html

Question #295 Section 2

A SysOps Administrator maintains several Amazon EC2 instances that do not have access to the public internet. To patch operating
systems, the instances require outbound internet connectivity. For security reasons, the instances should not be reachable from the public
Internet.
The Administrator deploys a NAT instance, updates the security groups, and configures the appropriate routes within the route table.
However, the instances are still unable to reach the Internet.
What should be done to resolve the issue?

A. Assign Elastic IP addresses to the instances and create a route from the private subnets to the internet gateway
B. Delete the NAT instance and replace it with AWS WAF
C. Disable source/destination checks on the NAT instance
D. Start/stop the NAT instance so it is launched on a different host

Answer: A 
Reference:
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Scenario2.html

Question #296 Section 2



A SysOps Administrator using AWS KMS needs to rotate all customer master keys (CMKs) every week to meet Information Security
guidelines.
Which option would meet the requirement?

A. Create a new CMK every 7 days to manually rotate the encryption keys.
B. Enable key rotation on the CMKs and set the rotation period to 7 days.
C. Switch to using AWS CloudHSM as AWS KMS does not support key rotation.
D. Use data keys for each encryption task to avoid the need to rotate keys.

Answer: A 
Reference:
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html

Question #297 Section 2

A SysOps Administrator is maintaining an application running on Amazon EBS-backed Amazon EC2 instances in an Amazon EC2 Auto
Scaling group. The application is set to automatically terminate unhealthy instances. The Administrator wants to preserve application logs
from these instances for future analysis.
Which action will accomplish this?

A. Change the storage type from EBS to instance store.
B. Configure an Amazon CloudWatch Events rule to transfer the logs to Amazon S3 upon an EC2 state change to terminated.
C. Configure the unified CloudWatch agent to stream the logs to Amazon CloudWatch Logs.
D. Configure VPC Flow Logs for the subnet hosting the EC2 instance.

Answer: D 
Reference:
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html

Question #298 Section 2

A SysOps Administrator must remove public IP addresses from all Amazon EC2 instances to prevent exposure to the internet. However,
many corporate applications running on those EC2 instances need to access Amazon S3 buckets. The Administrator is tasked with allowing
the EC2 instances to continue to access the S3 buckets.
Which solutions can be used? (Choose two.)

A. Deploy a NAT gateway, and configure the route tables accordingly in the VPC where the EC2 instances are running.
B. Modify the network ACLs with private IP addresses in the routes to connect to Amazon S3.
C. Modify the security groups on the EC2 instances with private IP addresses in the routes to connect to Amazon S3.
D. Set up AWS Direct Connect, and configure a virtual interface between the EC2 instances and the S3 buckets.
E. Set up a VPC endpoint in the VPC where the EC2 instances are running, and configure the route tables accordingly.

Answer: AE 
Reference:
https://aws.amazon.com/premiumsupport/knowledge-center/block-s3-traffic-vpc-ip/

Question #299 Section 2

A company's application running on Amazon EC2 Linux recently crashed because it ran out of available memory. Management wants to
be alerted if this ever happens again.
Which combination of steps will accomplish this? (Choose two.)

A. Create an Amazon CloudWatch dashboard to monitor the memory usage metrics on the instance over time.
B. Create an alarm on the dashboard that publishes an Amazon SNS notification to alert the CIO when a threshold is passed.
C. Create an alarm on the metric that publishes an Amazon SNS notification to alert the CIO when a threshold is passed.
D. Create an alarm on the AWS Personal Health Dashboard that publishes an Amazon SNS notification to alert the CIO when the
system is out of memory.
E. Configure the Amazon CloudWatch agent to collect and push memory usage metrics on the instance.



Answer: AD 

Question #300 Section 2

A popular auctioning platform requires near-real-time access to dynamic bidding information. The platform must be available at all times.
The current Amazon
RDS instance often reaches 100% CPU utilization during the weekend auction and can no longer be resized. To improve application
performance, a sysops administrator is evaluating Amazon ElastiCache, and has chosen Redis (cluster mode enabled) instead of
Memcached.
What are reasons for making this choice? (Choose two.)

A. Data partitioning
B. Multi-threaded processing
C. Multi-AZ with automatic failover
D. Multi-region with automatic failover
E. Online resharding

Answer: BC 
Reference:
https://aws.amazon.com/blogs/aws/amazon-elasticache-for-redis-update-sharded-clusters-engine-improvements-and-more/?
utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+AmazonWebServicesBlog+%28Amazon+Web+Services+Blog%29

Question #301 Section 2

A financial service company is running distributed computing software to manage a fleet of 20 servers for their calculations. There are 2
control nodes and 18 worker nodes to run the calculations. Worker nodes can be automatically started by the control nodes when required.
Currently, all nodes are running on demand, and the worker nodes are used for approximately 4 hours each day.
Which combination of actions will be MOST cost-effective? (Choose two.)

A. Use Dedicated Hosts for the control nodes.
B. Use Reserved Instances for the control nodes.
C. Use Reserved Instances for the worker nodes.
D. Use Spot Instances for the control nodes and On-Demand Instances if there is no Spot availability.
E. Use Spot Instances for the worker nodes and On-Demand Instances if there is no Spot availability.

Answer: CD 

Question #302 Section 2

A sysops administrator must monitor a fleet of Amazon EC2 Linux instances with the constraint that no agents be installed. The sysops
administrator chooses
Amazon CloudWatch as the monitoring tool.
Which metrics can be measured given the constraints? (Choose three.)

A. CPU Utilization
B. Disk Read Operations
C. Memory Utilization
D. Network Packets In
E. Network Packets Dropped
F. CPU Ready Time

Answer: ABD 
Reference:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html

Question #303 Section 2

A sysops administrator set up an Amazon ElastiCache for Memcached cluster for an application. During testing, the application
experiences increased latency.



Amazon CloudWatch metrics for the Memcached cluster show CPUUtilization is consistently above 95% and FreeableMemory is
consistently under 1 MB.
Which action will solve the problem?

A. Configure ElastiCache automatic scaling for the Memcached cluster. Set the CPUUtilization metrics as a scaling trigger above
75% and FreeableMemory below 10 MB.
B. Configure ElastiCache read replicas for each Memcached node in different Availability Zones to distribute the workload.
C. Deploy an Application Load Balancer to distribute the workload to Memcached cluster nodes.
D. Replace the Memcached cluster and select a node type that has a higher CPU and memory.

Answer: D 
Reference:
https://docs.amazonaws.cn/en_us/AmazonElastiCache/latest/mem-ug/memcached-ug.pdf

Question #304 Section 2

A security audit revealed that the security groups in a VPC have ports 22 and 3389 open to all, introducing a possible threat that instances
can be stopped or configurations can be modified. A sysops administrator needs to automate remediation.
What should the sysops administrator do to meet these requirements?

A. Create an IAM managed policy to deny access to ports 22 and 3389 on any security groups in a VPC.
B. Define an AWS Config rule and remediation action with AWS Systems Manager automation documents.
C. Enable AWS Trusted Advisor to remediate public port access.
D. Use AWS Systems Manager configuration compliance to remediate public port access.

Answer: B 
Reference:
https://asecure.cloud/a/ar_ssm_ec2_approved_ami_id/

Question #305 Section 2

A company recently migrated from a third-party security application to Amazon Inspector. A sysops administrator discovered that a list of
security findings is missing for some Amazon EC2 instances.
Which action will resolve this problem?

A. Generate the missing security findings list manually by logging in to the affected EC2 instances and running CLI commands.
B. Log in to the affected EC2 instances. Download and install the Amazon Inspector agent from AWS Marketplace on each instance.
C. Use a network reachability package to analyze network configurations to find security vulnerabilities on the affected EC2
instances.
D. Verify that the Amazon Inspector agent is installed and running on the affected instances. Restart the Amazon Inspector agent.

Answer: C 
Reference:
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_network-reachability.html

Question #306 Section 2

A medical imaging company needs to process large amounts of imaging data in real time using a specific instance type. The company
wants to guarantee sufficient resource capacity for 1 year.
Which action will meet these requirements in the MOST cost-effective manner?

A. Create 1-year On-Demand Capacity Reservations in the specific Availability Zones.
B. Launch Amazon EC2 instances with termination protection enabled.
C. Purchase 1-year Reserved Instances in the specific Availability Zones.
D. Use a Spot Fleet across multiple Availability Zones.

Answer: A 
On-demand capacity reservation in AZ is the only logical way to guarante resource capacity for a specific period of time. You cannot use
spot fleet since it can terminate anytime. Reserved instances are also not a viable option because the images need resource capacity



continuously.

Question #307 Section 2

A sysops administrator is trying to deploy a new Amazon EC2 instance using the AWS Management Console, but the instance is failing to
launch.
What could be causing this problem? (Choose two.)

A. The AWS account has reached EC2 limits for the Region.
B. The AWS account has reached EC2 limits for the Availability Zone.
C. An EC2 key pair has not been specified.
D. The EC2 instance is missing an instance profile with ec2:RunInstances permissions.
E. The subnet being used has no more usable private IP addresses.

Answer: AD 
Reference:
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-launch-issue/
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